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Three principles are commonly

recognized in the field as being essential

❑ There are three principles that will influence many

facets of security standards, guidelines, and control

designs:

✓ Least Privilege      الامتياز الأقل

Defense in Depth   الدفاع في العمق

✓ Separation of Duties  فصل المهام



Least Privilege

❑ This principle specifies that no communications or 

activities should be permitted unless there is an 

explicit need for that transaction or access.

❑ Least privilege can be applied at any level of 

design and operation. 



Role-based access controls (RBAC)

is Least Privilege technique

❑ A common application of this principle is the use

of role-based access controls (RBAC) to define

the privileges associated with a particular job

function; a user is then assigned to that role for

authorization purposes.



Defense in Depth

❑ This principle recommends the use of multiple

security techniques or layers of controls to help

reduce the exposure if one security control is

compromised.

❑ This may include several layers of defense using

different types of protections or could even include

vendor diversity.



Defense in Depth Techniques

A simple example of this principle is the implementation of

firewalls to protect against external attacks, used along with

Intrusion Detection Systems (IDS) to detect any attacks that get

past the perimeter controls. Each layer of protection doesn’t need

to perform the same function. In fact, many layered security

controls may look at communications at a network level with one

control and then inspect the traffic again at an application level.
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Separation of Duties

❑ The principle of Separation of Duties is intended to minimize errors and

make it more difficult to exploit access privileges for personal gain.

❑ This principle requires the system to be built or process to be

implemented so that no one person or group has authority to perform all

privileged functions, especially all functions related to the creation and

handling of sensitive or critical information.



Threats to Information

❑ About securing data, we need to think of the controls in terms of three information states:

✓ In Transit: This refers to the data that is being electronically transmitted between systems or 

physically transported. Usually, this includes your network security and physical security 

controls.

✓ In Process: This refers to the protection of data as it is being used by the system or 

application. For instance, when a user inputs data into a form, how is that data filtered and 

parsed, how is it stored in memory while being processed, and how is it made available to 

other users?

✓ At Rest: These protections usually focus on protecting data where it is stored,

◼ whether that be a database or a backup tape. Typical controls for this state

◼ include Access Controls, Encryption, and Physical Protections.



Threats to Information

For every state that data can take, there is a long list of threats to that 

information. The major categories are:

❑ Unauthorized Disclosure, such as a data breach.

❑ Corruption, such as an accidental modification of a data record.

❑ Denial of Service, such as an attack that makes a resource 

unavailable.

❑ Inability to Prove the Source of an Attack, such as the use of a 

shared account to perform an unauthorized activity.



Modern Information Security Challenges

There are several challenges with today’s dynamic business 

environments that can make it difficult to adequately protect the 

organization’s resources. Among these many challenges, the 

following are worth highlighting:

✓ Blending of corporate and personal lives

✓ Inconsistent enforcement of policies

✓ IT doesn’t own and control all devices

✓ Attacks are no longer obvious



Risk



Risk Management Fundamentals



Risk Management
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Seven domain of typical IT infrastructure 



Seven domain of typical IT infrastructure 
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User Domain

User Domain covers all the users (of any rank) that have access to

the other six domains.

◼ RISKS:

1. User can destroy data in application(intentionally or not) and 

delete all

2. User can find that his friend cheated on him and use his password 

to delete all of his work so that he would be fired.

3. User can insert infected CD or USB flash drive into the work 

computer
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User Domain..
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Workstation Domain

A computer of an individual user where the production takes place

◼ RISKS:

1. The workstation’s OS can have a known software vulnerability 

that allows a hacker to connect remotely and steal data.

2. A workstation’s browser can have a software vulnerability which 

allows unsigned scripts to silently install malicious software.

3. A workstation’s hard drive can fail causing lost data.
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Workstation Domain
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LAN Domain
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LAN Domain

Contains all of the work stations, hubs, switches, and routers. The LAN is a

trusted zone

◼ RISKS:

1. A worm can spread through the LAN and infect all computers in it.

2. LAN server OS can have a known software vulnerability.

3. An unauthorized user can access the organization’s workstations in a LAN.
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LAN \ WAN Domain
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LAN \ WAN Domain

The boundary between the trusted and un-trusted zones. The zones

are filtered with a firewall.

◼ RISKS:

1. A hacker can attack your IT infrastructure and gain access to

your internal network.

2. A firewall with unnecessary ports open can allow access from the

Internet
◼
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Remote Access Domain
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Remote Access Domain
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Remote Access Domain

The domain in which a mobile user can access the local

network remotely, usually through a VPN.

◼ RISKS:

1. Communication circuit outage can deny connection.

2. Remote communication from office can be unsecured.

3. VPN tunneling between remote computer and ingress/egress

router can be hacked.
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WAN Domain
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WAN Domain

1. Stands for Wide Area Network and consists of the Internet

and semi-private lines

◼ RISKS:

1. Service provider can have a major network outage.

2. Server can receive a DOS or DDOS attack.

3. A FTP server can allow anonymously uploaded illegal software
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System / Application Storage Domain
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System / Application Storage Domain

This domain is made up of user-accessed servers such as email and

database.

◼ RISKS:

1. A DOS attack can cripple the organization’s email.

2. A database server can be attacked by SQL injection, corrupting

the data.
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Thank you 


