
Ransomware
Information Security Policies and Procedures

1



WHY AIG

Ransomware:  
How to manage the risk

For full pdf features, please view in Adobe Acrobat.

ASIA PACIFIC | SINGAPORE

2



/ FINANCIAL CRIME GUIDE - DETECTING AND REPORTING RANSOMWARE

OVERVIEW OF RANSOMWARE

Ransomware is a type of malicious software 
(malware) that can encrypt files and render a 
victim’s computer unusable. Cybercriminals try to 
infect a computer or network with this malware, 
and then demand a ransom to unlock or decrypt 
the victim’s !les. Payment is usually demanded in 
digital currency such as Bitcoin.

Businesses and organisations that fall victim to 
ransomware often fail to report this to police or 
agencies like the ACSC. This may be due to fear of 
damaging their reputation, losing customers, the 
impact on their revenue, or compliance action 
from the government. There is also no guarantee 
that the payment will lead to data being recovered, 
prevent information from being on-sold to other 
criminals, or that victims won’t be attacked 
again. Each ransomware payment incentivises 
cybercriminals, perpetuates the crime, and puts 
other Australian organisations at risk.

To improve their chances of success and pro!tability, 
criminals have adopted the following strategies: 

 • Targeting large organisations (known as  
‘big game hunting’) to demand larger 
ransom payments.

 • Forming partnerships with other 
cybercriminals, to share resources and 
expertise.

 • Double extortion, by not only encrypting 
data and demanding a ransom, but also 
threatening to publish the data. This threat  
is often followed through, and sensitive  
data is uploaded to dedicated leak sites, 
allowing other cybercriminals to steal 
personal information.

 • Requesting payment in digital currencies 
that are harder to trace (known as privacy 
coins) to obscure ransomware payments. 

 • Operating via Ransomware as a Service 
(RaaS) business models, using malware 
provided by other cybercriminals for a fee.
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HOW A COMPUTER 
MIGHT BE INFECTED WITH 
RANSOMWARE
Ransomware can be deployed in a number of 
ways, including:

 • Remote Desktop Protocol (RDP) that is not 
protected from the internet. 

 • Infected USB sticks that pass on and install 
malware on between machines. 

 • Taking advantage of vulnerabilities in 
unpatched software (known as exploits).

 • Victims unknowingly visiting infected 
websites and becoming infected with 
malware. 

 • Pirated software that has malware added, 
which is then installed on a computer by  
a user.

 • Phishing emails that entice victims to 
open attachments or click links which 
launch the malware. 

 • ‘Malvertising’ where a cybercriminal rents 
ad space on a website, luring a victim to 
click on an advertisement. The ad is linked 
to a hacking toolkit known as an ‘exploit 
kit’, which scans the victim’s machine for a 
vulnerability, installing ransomware  
if possible. 

Malware - Software that is speci!cally designed 
to disrupt, damage, or gain unauthorised access 
to a computer system.

Remote Desktop Protocol (RDP) - A network 
communications protocol developed by Microsoft 
which provides a user with remote access to their 
physical work desktop computers.

RANSOMWARE TYPES
The most common types of ransomware: 

Crypto ransomware - encrypts 
!les within a system but doesn’t 
disable basic computer functions.

Lockers - locks basic computer 
functions, rendering it inoperable. 
Complete destruction of data is 
unlikely.

Scareware - a fake software 
claiming to have detected a virus 
and demanding a payment to !x 
the issue. 
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AN ORGANISED CRIME: THE 
RANSOMWARE ECOSYSTEM

Ransomware exists in a symbiotic ecosystem.  
Even people with very little experience in coding 
or cybercrime can access all the services and tools 
required to carry out a ransomware attack on  
the darknet. These include: 

 • Ransomware as a Service (RaaS)  
- a business model increasingly used 
by cybercriminals, where ransomware 
administrators or creators charge a fee to 
a!liates for the use of their malware and 
may take a percentage of earnings from 
successful attacks. RaaS administrators 
will also support a!liates seeking further 
assistance during the process. 

 • Infrastructure as a Service - a third 
party will provide the cybercriminal with 
the infrastructure required to carry out a 
ransomware attack, such as email services or 
domain registration services that provide the 
cybercriminal with anonymity on the network.

 • Access as a Service - o"ers cybercriminals 
network access to an already compromised 
machine or network.

 • Exploit kits - assist in scanning networks for 
vulnerabilities, providing an entry point into 
the machine.

 • Post-attack services - employees of 
ransomware administrators will assist victims 
through the payment process.
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FLOW OF FUNDS
Following the money trail of ransomware is di!cult. 
Cybercriminals use many methods to try and 
conceal the origin and destination of ransomware 
payments before the digital currency arrives at the 
"nal wallet under their control. 

A wallet, or virtual wallet, is a collection of private 
keys and corresponding addresses (which enable 
the transfer of digital currency) under the control 
of an entity. Some of the ways criminals try and 
conceal their payments include:

 • Use of privacy coins. Privacy coins are digital 
currencies that provide enhanced anonymity 
by obscuring the amount, destination and 
origin of transactions.

 • Chain-hopping. This is where one digital 
currency is exchanged for another. The digital 
currency is moved from one blockchain to 
another, hence the term ‘chain-hopping’.

 • Directing a ransomware payment via multiple 
intermediary digital currency addresses, 
exchanges and mixers. Mixers increase 
anonymity by mixing the customer’s digital 
currency with the transactions of others 
before being redirected back to the customer.

 • Use of mule accounts. A mule account is 
created using a stolen or fake identity or,  
a legitimate account held by another party 
who is complicit in its use.

THE RANSOMWARE PAYMENT 
CYCLE
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OBSCURING THE FLOW OF 
FUNDS FROM A VICTIM TO 
THE CYBERCRIMINAL
Cybercriminals will use sophisticated methods 
to try and obscure the true ownership and !ow 
of funds. In the example below, wallet addresses 
‘B’, ‘C’ and ‘D’ are part of a peel chain. A ‘peel chain’ 
is a transaction pattern created when a large 
amount of cryptocurrency is sent through a series 
of transactions. In each of these transactions, a 
small amount of the funds ‘peels o" ’ this chain of 
transactions to another address, typically held with a 
digital currency exchange. The goal is to make  
it di#cult to tell where the funds originated.

This is a common method of trying to distance 
someone from the $nal wallet address.

1. The victim is instructed to pay the ransom in a 
digital currency such as Bitcoin (BTC), to wallet 
address A . This wallet may have been created 
by the cybercriminal in another person’s name. 

2. The BTC from wallet A  is sent to wallets B ,
C  and D , and $nally wallet E . Each of these 

wallets is controlled by the cybercriminal or 
their associates.

3. The cybercriminal sends the BTC to one or more 
other exchanges (often exchanges perceived 
to have weak or no know your customer 
(KYC) controls), mixers and peer-to-peer (P2P) 
exchanges to further obscure the money trail.

4. Finally, the cybercriminal will receive the BTC. 
They often receive this into a private wallet, 
or cash out the BTC using multiple exchanges 
and services.

Exchange

1.0 BTC

0.02 BTC

0.0
2 B

TC

0.
02

 B
TC 0.02 BTC

0.02 BTC

.98 BTC .96 BTC .94 BTC
Exchange

Peer to Peer 
Exchange

Mixers

CriminalsVictim

A B C D E

P2P

Simple money trail example when viewed through blockchain analysis software:
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At each stage of the process, criminals will often  
try to select a digital currency exchange they 
perceive to have weak KYC and AML controls. They 
may also use private wallet addresses that do not 
have KYC or identity veri!cation safeguards. They 
will cash out their digital currency using services 
which are less likely to report suspicious activity, 
such as exchanges they perceive as weak, P2P 
exchanges or gambling services.

Cybercriminals may use part of the ransom they 
receive to pay for services that helped them 
carry out the ransomware attack, such as RaaS 
administrators and Post-Attack services.

Peer-to-peer (P2P) exchange - A platform that 
allows users to trade directly with each other and 
negotiate a price for the digital asset they are 
selling or buying.

THE ROLE OF DATA 
RECOVERY FIRMS AND 
INSURANCE COMPANIES
Data recovery !rms have become increasingly 
popular, alongside the rise of ransomware. They 
exist as an intermediary between victim and 
cybercriminal, primarily to assist with decryption of 
!les but also as negotiators. While their services play 
an important role in the ransomware landscape, 
their existence may also have the e"ect of enabling 
ransomware, funding other crimes and, like any 
other industry, be vulnerable to exploitation. 

Cyber insurance companies may cover ransomware 
incidents and many offer financial incentives to 
encourage strong cybersecurity practices. However, 
similar to the dual nature of data recovery !rms, 
ransom payments from insurance may be used to 
fund other crimes. 
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Consequences of A Successful 
Ransomware Attack
Ransomware attacks have far-reaching consequences that extend beyond
the immediate loss of data or system. The ramifications of these attacks 
are profound and wide-ranging, impacting individuals, businesses, and 
even entire communities.

Here are some common consequences of ransomware attacks:

Consequences
 of a Successful 

Ransomware Attack

Ransom Payments
Ransom demands can be exorbitant, with 
no guarantee of receiving the decryption
key even if paid.

Data Breach
The exposure of personal or sensitive 
information could result in privacy breaches 
and potential legal consequences.

Downtime Costs
Businesses face significant 
downtime during and after 
ransomware attacks, resulting 
in lost productivity, revenue, 
and potential contractual 
penalties.

Recovery Costs
Restoring operations 
post-attack requires more than 
ransom payment; businesses 
must invest in rebuilding and 
enhancing cyber security, 
incurring substantial costs.

Reputational Damage
Ransomware attacks have lasting impacts, 
damaging businesses' reputation and trust 
among stakeholders.

Legal Consequences
Data breaches from ransomware attacks 
can lead to legal action and fines under data 
protection laws for businesses that fail to 
safeguard sensitive information.

12
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Ransomware: It’s a Matter of 
“When,” Not “If”

Data is a key competitive differentiator in the digital econ-

omy and has quickly become the crown jewel for modern 

enterprises. As such, data is increasingly targeted by  

cybercriminals in ransomware attacks. Cybersecurity 

Ventures expects global cybercrime costs to reach $10.5 

trillion U.S. dollars annually by 2025 and that a business 

will fall victim to a ransomware attack every 2 seconds by 

2031. Thus, it’s practically a matter of “when,” not “if” 

your organization will be targeted.

In February 2023, VMware ESXi hypervisors 
were targeted by attacks designed to deploy 
ransomware by taking advantage of an OpenSLP 
(Service Location Protocol) heap-overflow 
vulnerability that potentially allows remote code 
execution. Ransomware attacks leveraging this 
vulnerability were detected globally, particularly in 
Europe, beginning in December 2022. 

13



© FS-ISAC 2024 | 2|  Ransomware Essentials

Introduction

R ansomware is one of the few threats that 
can truly disable a financial services insti-
tution. Increasingly innovative, aggressive, 

and frequent, ransomware attacks can disrupt 
customer services, halt business operations, and 
damage the institution’s standing with customers 
and regulators. 

This document aims to help the sector address 
ransomware threats. Using operational insight 
from FS-ISAC and its members, it’s particularly 
useful to information technology (IT) profession-
als, those who develop cyber incident response 
policies and procedures, and those who coordinate 
incident responses. The paper focuses on: 

 f Ransomware mitigation best practices
 f Incident response/crisis management
 f Considerations on paying ransoms
 f Resources for further study

Phases of a Ransomware Attack: Infect and Encrypt, Exfiltrate and Harass

Ransomware is a form of extortion that has devel-
oped into a two-phase attack – first encryption and 
data exfiltration, then demands for payment and 
harassment to speed the ransom payment.

Threat actors execute the first phase by gaining 
access to the victim’s computer systems and 
deploying malicious software (malware) to infect 
the victim’s computers and encrypt their files.

Attack vectors include:
 > Social engineering 
 > Compromised 
credentials

 > Zero-day exploits
 > Open network shares
 > Remote access 
services

 > Public-facing 
application and supply 
chain vulnerabilities

 > Untargeted “drive-by 
downloads”

Access 
systems

 > Infect computers
 > Encrypt files
 > Spread malware 
through systems, 
drives, and devices

 > Disable security and 
backup systems 

 > Exfiltrate data

Deploy 
malware

 > Hold data hostage 
until payment is 
made 

 > Public data release to 
increase pressure

 > Customer notification 
of attack

Steal data and issue 
demands

Phase 1 Phase 2

Ransomware is on the Rise

Increase in observed events1   70%

Ransomware attacks on the 
financial services sector2   64%

New victims over the last 12 
months3   4,374

© FS-ISAC 2024 | 3|  Ransomware Essentials

Usually, threat actors attempt to spread the mal-
ware across the financial firm's connected systems, 
including shared storage drives and other accessi-
ble devices – ransomware is often deployed as a 
secondary payload after a device has been com-
promised by other malware. Such malware can be 
so destructive that it renders the victim’s systems 
inoperable.

The top ransomware threats are human-operated 
attacks, often facilitated by criminal organizations 
that sell initial access or bots as a service. Once 
threat actors access the network, they move later-
ally to disable security tools and backup systems. 
These attackers often have extensive knowledge 
of systems administration and common network 
security misconfigurations (GenAI makes them 
easier to find), enabling them to perform thorough 
reconnaissance and adapt to what they discover in 
a compromised network.

The second phase is the exfiltration of data, followed 
by a ‘hostage’ demand (also known as Leakware or 
Doxware) in exchange for the encryption key to the 
data. In a triple extortion attempt, threat actors also 
launch a DDoS attack so the financial firm can’t oper-
ate the business. In a quadruple extortion attempt, 
cybercriminals leak data and contact customers, 
employees, business partners, media, and even reg-
ulators to inform them of the data compromise and 
accelerate the payment.

Despite law enforcement crackdowns, these groups 
rapidly adapt, using new infrastructure and evolving 
tactics and an irregular cadence of attacks.

Many ransomware attacks intertwine financial 
motives with geopolitical agendas. Hacktivist groups 
like Anonymous Sudan and KillNet, driven by geo-
political conflicts like the Russia-Ukraine war, have 
increasingly targeted critical banking infrastructure. 

Proactive Ransomware Defense: Cyber  
Fundamentals, Crisis Management Plans, 
and Best Practices Protect Your Firm

One of the most frustrating – and dangerous – 
aspects of a ransomware attack is the loss of 
access to necessary tools. A compromised firm 
may not have access to its SOC or forensics tools.  
Systems like email and communications infrastruc-
ture may also be offline or untrustworthy. Therefore, 
ransomware incident response plans should include 
workarounds and the ability to rapidly restore or 
replace a minimal set of critical capabilities to main-
tain operations.

Events | Last 12 Months

30

25

20

15

10

5

0
O N D J F M A M J J A S

2023 2024

Ransomware events in the financial sector over the 
last 12 months. Source: eCrime Threat and Risk 
Intelligence Services4 

Some criminal groups build and sell 
malware to other threat actors, enabling 
successful attacks by low-skill crimi-
nals. Other ransomware groups – like 
REvil, LockBit, and CL0P – employ 
advanced techniques to infiltrate finan-
cial institutions, steal sensitive data, 
and demand ransoms.

Ransomware-as-a-Service
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Statistics
5,070 ransomware attacks were recorded 
in 2023, marking a 55% increase from 20221...

20% of ransomware costs are 
attributed to reputation damage2...

$1 Billion in ransomware 
payments were surpassed in 20233.

2 1Cyberint ‘Ransomware Trends and Statistics Report 2023’,

Ransomware Infections — a Daily Risk
The threat of ransomware looms larger than ever before. With news of 
ransomware attacks increasing in both numbers and scale, it’s crucial to 
protect your business by treating this threat as any other external business 
threat.

Let’s face it, unless you’re a security professional, understanding and 
incorporating ransomware threat into your business operations planning 
can be daunting. At OneCollab, we recognise the critical importance of 
safeguarding your business against ransomware attacks. As your trusted IT 
partner, our primary goal is to ensure your organisation remains resilient in 
the face of evolving cyber security threats.

Our step-by-step guide outlines expert advice and guidance on protecting 
your business from ransomware attacks. We’ll delve into how it operates, 
and crucial strategies to prevent its infiltration into your personal and
business devices. 

Introduction

With these statistics in mind, it’s clear that vigilance against ransomware 
attacks  is paramount for safeguarding your business’s assets and 
reputation.

2AAG IT ‘The Latest Ransmware Statistics’, 3Chainalysis ‘Ransomware 2024’.
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What is a 
Ransomware 
Attack? 
Ransomware is a type of malware 
which has been engineered to block 
access to your device and its data, 
often by encrypting files. 

Attackers demand a ransom for 
decryption, threatening to leak stolen 
data if not paid. 

In many cases, the ransom demand 
comes with a deadline. If the victim 
doesn’t pay in time, the data is gone 
forever, relseased or the ransom 
increases.

4 The Record ‘LockBit Ransomware Group Threatens Royal Mail Data Leak Deadline’

Examples of Ransomware Attacks
LockBit Attack on Royal Mail, January 20234

In January 2023, the LockBit group targeted Royal Mail, causing chaos in 
international mail delivery. The attack crippled crucial services like the 
parcel tracking website and online payment system. Printers at the Royal 
Mail distribution centre in Northern Ireland churned out copies of LockBit’s 
orange ransom note. 

Despite threats to post stolen data online, Royal Mail refused to pay the 
ransom, leading to the publication of the data.

Clop Group Attack Through Vulnerability in MOVEit Transfer, June 20235

In June, the notorious Clop group, known for its February attacks on 
Fortra GoAnywhere MFT, exploited a vulnerability in Progress 
Software’s MOVEit Transfer. Despite Progress fixing the vulnerability 
(CVE-2023-34362) by May’s end, not all clients applied the 
patches promptly. 

This attack, one of the year’s largest incidents, targeted various 
organisations, including oil giant Shell and the BBC. 

5 Kaspersky ‘MOVEit Transfer Attack Protection’.
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BUILDING A RANSOMWARE DEFENSE IN THE NEW ERA 5

Ransomware: It’s a Matter of 
“When,” Not “If”

Data is a key competitive differentiator in the digital econ-

omy and has quickly become the crown jewel for modern 

enterprises. As such, data is increasingly targeted by  

cybercriminals in ransomware attacks. Cybersecurity 

Ventures expects global cybercrime costs to reach $10.5 

trillion U.S. dollars annually by 2025 and that a business 

will fall victim to a ransomware attack every 2 seconds by 

2031. Thus, it’s practically a matter of “when,” not “if” 

your organization will be targeted.

In February 2023, VMware ESXi hypervisors 
were targeted by attacks designed to deploy 
ransomware by taking advantage of an OpenSLP 
(Service Location Protocol) heap-overflow 
vulnerability that potentially allows remote code 
execution. Ransomware attacks leveraging this 
vulnerability were detected globally, particularly in 
Europe, beginning in December 2022. 
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/ FINANCIAL CRIME GUIDE - DETECTING AND REPORTING RANSOMWARE

CASE STUDY 1: RANSOMWARE EVIL 

REvil (short for Ransomware Evil), also 
known as Sodinokibi, is a type of RaaS, 
‘leased’ to a!liates wishing to carry out 
an attack. Once criminal a!liates have 
in"ltrated a network, stolen as much data 
as possible and gained administrative 
access, REvil is deployed and a ransom 
demand is made. REvil a!liates typically 
use double extortion, threatening to post 
the data on a dedicated website called 
Happy Blog.

In May 2021, a!liates using REvil attacked 
JBS, the world’s largest meat processing 
company. The ransomware a#ected servers 
supporting North American and Australian 
IT systems, bringing JBS’s operations to a 
halt. The shut-down saw temporary lay-o#s 
at some plants in Australia and farmers 
reported that shipments of livestock were 
cancelled. JBS’s back-up servers were 
not a#ected and, with the assistance of a 
cybersecurity "rm, operations resumed 
within a few days. Despite this, JBS elected 
to pay a $14.2 million ransom in Bitcoin 
to avoid unforeseen implications and 
data extortion. 

In July 2021, REvil’s website and Happy 
Blog shut down, vanishing from the 
internet and leaving many victims unable 
to recover their data.

 
 

 
CASE STUDY 2: WANNACRY

In May 2017, the ransomware WannaCry 
infected more than 230,000 computers 
in 150 di#erent countries. The malware 
used took advantage of weaknesses in the 
Microsoft Windows operating system using 
a hack known as EternalBlue. 

The perpetrators demanded $300 worth 
in Bitcoin, later increasing this to $600, 
and threatened to delete all "les on the 
victim’s system, if payment wasn’t received. 
Some victims chose to pay the ransom. It is 
unknown exactly how many victims were 
able to recover their data. 

The WannaCry ransomware campaign was 
estimated to have collectively cost victims 
$4 billion and dangerously impacted the 
health system, particularly in the UK where 
ambulances were rerouted, leaving people 
in need of urgent care. 

Using "nancial intelligence from "nancial 
services businesses, AUSTRAC used 
specialised tools to provide the Australian 
Government with intelligence regarding 
the "nancial impact of WannaCry.
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Malicious Software and Downloads
Cybercriminals often host websites offering free downloads of software, 
apps, and movies, enticing users to unknowingly infect their devices 
with malware, including ransomware. 

Caution should be exercised, and downloads should be sourced from 
reputable platforms.

USBs and Removable Media
Ransomware can also infiltrate devices through removable media like 
USBs and external hard drives. Users should exercise caution, keeping 
removable media secure and refraining from plugging potentially 
compromised devices into their systems.

Top 3 Ransomware 
Families6

7

LockBit3
LockBit3 operates under a Ransomware-as-a-Service (RaaS) model and 
appeared around September 2019. This ransomware primarily targets large 
enterprises and government entities across multiple countries. Interestingly, 
it avoids targeting individuals in Russia and nearby countries.

8Base
The 8Base group has been around since at least March 2022 but became 
more famous in mid-2023 for being extra active. They use different kinds of 
ransomware, with one called Phobos being quite popular. What’s notable 
about them is how they use advanced techniques and double 
extortion tactics. 

Akira
Akira Ransomware showed up at the start of 2023 and doesn’t pick sides 
between Windows and Linux computers. It spreads through things like 
infected emails or flaws in virtual private networks (VPNs). When it infects a 
computer, it scrambles up files and adds a “.akira” tag to their names. 
Then it asks for money to unscramble them.

 
https://blog.checkpoint.com/research/january-2024s-most-wanted-malware-major-vextrio-broker-operation-uncovered-and-lockbit3-tops-the-ransomware-threats/6 Checkpoint ‘January 2024 Most Wanted Malware’
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Introduction

R ansomware is one of the few threats that 
can truly disable a financial services insti-
tution. Increasingly innovative, aggressive, 

and frequent, ransomware attacks can disrupt 
customer services, halt business operations, and 
damage the institution’s standing with customers 
and regulators. 

This document aims to help the sector address 
ransomware threats. Using operational insight 
from FS-ISAC and its members, it’s particularly 
useful to information technology (IT) profession-
als, those who develop cyber incident response 
policies and procedures, and those who coordinate 
incident responses. The paper focuses on: 

 f Ransomware mitigation best practices
 f Incident response/crisis management
 f Considerations on paying ransoms
 f Resources for further study

Phases of a Ransomware Attack: Infect and Encrypt, Exfiltrate and Harass

Ransomware is a form of extortion that has devel-
oped into a two-phase attack – first encryption and 
data exfiltration, then demands for payment and 
harassment to speed the ransom payment.

Threat actors execute the first phase by gaining 
access to the victim’s computer systems and 
deploying malicious software (malware) to infect 
the victim’s computers and encrypt their files.

Attack vectors include:
 > Social engineering 
 > Compromised 
credentials

 > Zero-day exploits
 > Open network shares
 > Remote access 
services

 > Public-facing 
application and supply 
chain vulnerabilities

 > Untargeted “drive-by 
downloads”

Access 
systems

 > Infect computers
 > Encrypt files
 > Spread malware 
through systems, 
drives, and devices

 > Disable security and 
backup systems 

 > Exfiltrate data

Deploy 
malware

 > Hold data hostage 
until payment is 
made 

 > Public data release to 
increase pressure

 > Customer notification 
of attack

Steal data and issue 
demands

Phase 1 Phase 2

Ransomware is on the Rise

Increase in observed events1   70%

Ransomware attacks on the 
financial services sector2   64%

New victims over the last 12 
months3   4,374
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CIRO — Canadian Investment Regulatory Organization Juno Risk Solutions 3

Reconnaissance

Initial Ransom Demand

Negotiations

Ransom Decision

Recovery

Weeks to 
Months

10 – 21 
Days

Weeks to 
Months

Figure 1 – Ransomware Attack Phases

Ransomware
The basic concept of a ransomware attack is to introduce 
malware onto the target’s computer systems, to lock out 
tVose systems» oTten aTter e{�ltrating sensitive data» and 
extorting a ransom in exchange for a decryption key and 
the promise to not release stolen data to third parties. 
The organized criminal groups that conduct ransomware 
attaK_s intend to Kreate a range oT imlaKts Ô �nanKial» 
operational, reputational, legal, regulatory – upon their 

target so that they are compelled to pay the ransom. 
Ransomware attacks present an enterprise-wide series of 
risks. The related impacts occur simultaneously with the 
e�eKt oT overzVelming tVe target KomlanyÜs aJility to reaKt 
and manage the crisis. Figure 1 emphasizes the stages of 
a ransomware attack illustrating how recovering from an 
incident can extend from weeks to several months. 
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The role of the Executive Team during a ransomware attack 
is to act as the highest-level coordinating body, with the 
authority to make decisions on behalf of the company. 
Supported by the Business Continuity Team and Incident 
Response Team who conduct an initial incident triage, gather 
and evaluate information, and implement Executive Team 
direction, the Executive Team will make policy decisions 
on behalf of the company and direct efforts to address 
the incident. Even the smallest firms have these functions, 
the responsibility for which may sit with just one or two 
individuals within an organization. 

The first manifestation of a ransomware attack is likely to  
be some form of IT systems outage. The initial response 
to this event will be under the direction of the Incident 
Response Team. The Incident Response Team will include an 
escalation of the event to the Business Continuity Team for 
initial triage to determine if the systems outage introduces 
impacts that require a broader enterprise-wide assessment. 

Upon discovery of a suspected ransomware attack, both 
the Executive Team and the Business Continuity Team will 
convene. The Business Continuity Team will present its 
incident triage and an initial assessment of the impacts of 
the incident to the Executive Team. 

Ransomware Attack Phases

Immediate Actions Upon  
Discovery of a Cyber Incident
Establish Cyber Incident 
Response Teams
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Any major disruption of services should first be evaluated 
to determine if the event introduces the possibility of legal 
action. Not all incidents present this risk. However, every 
ransomware or data breach-related incident does present 
the risk of litigation. During the initial incident triage by the 
Business Continuity Team, the organization’s legal counsel 
will determine if the incident presents a risk of legal action. 
If the legal counsel determines that a risk of litigation exists, 
it will direct that the incident be managed under the cloak  
of legal privilege. 

Legal privilege allows an organization to communicate  
freely with its lawyers about a cyber incident to obtain 
candid legal advice, without fear that these communications 
and related documents will be disclosed to others, including 
in litigation. It also allows an organization’s lawyers to 
take steps to defend the organization in litigation or in 
anticipation of litigation, without fear that their “lawyer’s 
brief” might be disclosed to others and used against their 
client. Managing incident response through the General 
Counsel under “the cloak of legal privilege” is a critical step 
to protect the organization in the event of legal action.

• Develop immediate situational awareness regarding the nature of the  
incident

• Provide direction and guidance to the Business Continuity Team, Incident  
Response Team, and staff to respond to the incident

• Manage stakeholder relations

• Remain informed to make key decisions and delegate response activities 

Executive Team

• Gather accurate facts regarding the nature of the incident

• Respond to the incident, managed by the Business Continuity Team, and  
supported by the Incident Response Team

• Assess the likely enterprise-wide impacts

• Provide recommendations to the Executive Team on how the organization  
should respond

Business Continuity Team

• Receive and manage incident notification

• Conduct immediate incident triage

• Inform Business Continuity Team and Executive Team of the nature of the  
outages and how the incident impacts critical services

Incident Response Team

Cyber 
Incident 

Response 
Teams

Figure 3 – Cyber Incident Response Teams 

Litigation Risk and Legal Privilege
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This risk-based assessment framework should be owned by 
the organization’s Business Continuity Team and supported 
by the Incident Response Team, who provide an analysis 
of the financial, operational, and reputational impacts 
presented by a cyber incident in real time, as well as 
projections into future weeks. This assessment is used to 
provide the Executive Team with the situational awareness 
required to make informed decisions. When reviewing the 
risk-based assessment framework, the Executive Team must 
carefully consider which impacts presented by the cyber 
event warrant the greatest prioritization of response efforts.   

This framework enables the Executive Team to consider the 
range of impacts to the business and thus make an informed 
business decision whether to pay the ransom or not. 

Figure 4 highlights key stakeholders for Investment 
Fund Dealers or Mutual Fund Dealers. It is critical that 
communications are managed carefully for both internal and 
external stakeholders. 

A ransomware attack will create twin opposing tensions for 
an organization: 
• The need to inform clients and other stakeholders who  

are directly affected immediately with accurate and  
appropriate messages; and

• The obligation to protect confidential information  
regarding incident response from inadvertent release  
thereby increasing potential litigation risks.

Stakeholder Management

Figure 4 – Key Stakeholders 

Finance

Information Technology

Human Resources

Business Development

Corporate Communications

Legal

Executive Team

Board of Directors

Shareholders

Investors

Vendors

Banks

Insurance

Key Stakeholders

Internal
Stakeholders

External
Stakeholders

Investor Protection Fund

Industry Regulators

Government
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A ransomware attack presents the Executive Team with a 
series of options at various stages of the crisis. Figure 5 
highlights Executive Team decision points with respect to 
a cyber incident and emphasizes that the Executive Team 
needs to be well informed by the Business Continuity Team 
and Incident Response Team to facilitate decisions.  

Each decision point requires consideration of the range of 
options presented to the Executive Team regarding how well 
the organization can weather the crisis, if there is sufficient 
confidence in recovery abilities, and the urgency with which 
to make these decisions.

Options Analysis
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Build Cyber Hygiene Fundamentals into 
Your Technical Controls

As a contribution to the sector’s defense, FS-ISAC 
recently released Cyber Fundamentals, a risk-based 
approach using Defense-in-Depth principles appro-
priate to any financial services institution at any level 
of cyber maturity. Of the Cyber Fundamentals' 16 
recommendations, the following six are the most 
relevant to ransomware defense.

Regularly update and patch software

 > Updates and patches reduce initial infection 
potential from both technical and social engi-
neering attacks. 

 > Where the risk is acceptable, automate patch 
management to ensure consistent application 
of updates across all systems, reducing human 
error and delays.

 > If patching is delayed, develop standard processes 
to implement mitigation strategies like virtual 
patching utilizing a web application firewall (WAF). 

Use a zero-trust and least privilege policy 
with multi-factor authentication, and require 
strong passwords for every employee, 
device, and account 

 > Implement a zero-trust approach where all 
users and devices, inside or outside the network, 
are authenticated, authorized, and continuously 
validated before gaining access to applications 
and data.

 > Leverage resources like NIST 800-207 Zero 
Trust Architecture to develop your strategy. 

Train employees on their role in cybersecurity

 > Conduct regular training sessions to educate 
employees on the latest cybersecurity threats, 
including phishing, social engineering, and the 
dangers of clicking on unknown links or down-
loading unverified attachments. People who 
understand the potential impact of clicking on 
external links or reusing passwords will gener-
ally take more care about their activities.

Develop an incident response plan specific 
to ransomware attacks

 > Detail the steps to be taken immediately upon 
detection, including isolation, communication, 
and recovery procedures. 

 > Conduct regular tabletop exercises and full-scale 
drills to ensure that all team members are famil-
iar with the response plan and can act quickly 
and effectively under pressure. Exercises allow 
you to review and update plans to adapt to evolv-
ing threats and changes in your organization.

Use non-erasable and non-modifiable 
backup systems to duplicate data and 
system configurations

 > Regularly back up critical data and system config-
urations to isolated environments. If segmentation 
is in place and backups are preserved, the impact 
of an attack may be manageable. 

 > Test backups at least annually in real-world tech-
nical exercises to ensure backups can be restored 
quickly and completely in the event of an attack. 
Cloud computing makes testing and restoration 
easier, but some firms may only be able to test 
restoration of certain critical functions. A robust 
restoration plan, likely on a separate new infra-
structure, will take a great deal of effort, especially 
in large firms. 

1. Isolate, test, and exercise backups

2. Update software, automate patching

3. Require MFAs and strong passwords

4. Train employees

5. Write and exercise incident response plan

6. Use EDRs, DLPs, and firewalls

Cyber Fundamentals Checklist:
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Develop an incident response plan specific 
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 > Detail the steps to be taken immediately upon 
detection, including isolation, communication, 
and recovery procedures. 

 > Conduct regular tabletop exercises and full-scale 
drills to ensure that all team members are famil-
iar with the response plan and can act quickly 
and effectively under pressure. Exercises allow 
you to review and update plans to adapt to evolv-
ing threats and changes in your organization.

Use non-erasable and non-modifiable 
backup systems to duplicate data and 
system configurations

 > Regularly back up critical data and system config-
urations to isolated environments. If segmentation 
is in place and backups are preserved, the impact 
of an attack may be manageable. 

 > Test backups at least annually in real-world tech-
nical exercises to ensure backups can be restored 
quickly and completely in the event of an attack. 
Cloud computing makes testing and restoration 
easier, but some firms may only be able to test 
restoration of certain critical functions. A robust 
restoration plan, likely on a separate new infra-
structure, will take a great deal of effort, especially 
in large firms. 

Ȧ

1. Isolate, test, and exercise backups

2. Update software, automate patching

3. Require MFAs and strong passwords

4. Train employees

5. Write and exercise incident response plan
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Cyber Fundamentals Checklist:
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Develop an incident response plan specific 
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 > Detail the steps to be taken immediately upon 
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and recovery procedures. 

 > Conduct regular tabletop exercises and full-scale 
drills to ensure that all team members are famil-
iar with the response plan and can act quickly 
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ing threats and changes in your organization.

Use non-erasable and non-modifiable 
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system configurations

 > Regularly back up critical data and system config-
urations to isolated environments. If segmentation 
is in place and backups are preserved, the impact 
of an attack may be manageable. 
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quickly and completely in the event of an attack. 
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including phishing, social engineering, and the 
dangers of clicking on unknown links or down-
loading unverified attachments. People who 
understand the potential impact of clicking on 
external links or reusing passwords will gener-
ally take more care about their activities.

Develop an incident response plan specific 
to ransomware attacks

 > Detail the steps to be taken immediately upon 
detection, including isolation, communication, 
and recovery procedures. 

 > Conduct regular tabletop exercises and full-scale 
drills to ensure that all team members are famil-
iar with the response plan and can act quickly 
and effectively under pressure. Exercises allow 
you to review and update plans to adapt to evolv-
ing threats and changes in your organization.

ȏ

Use non-erasable and non-modifiable 
backup systems to duplicate data and 
system configurations

 > Regularly back up critical data and system config-
urations to isolated environments. If segmentation 
is in place and backups are preserved, the impact 
of an attack may be manageable. 

 > Test backups at least annually in real-world tech-
nical exercises to ensure backups can be restored 
quickly and completely in the event of an attack. 
Cloud computing makes testing and restoration 
easier, but some firms may only be able to test 
restoration of certain critical functions. A robust 
restoration plan, likely on a separate new infra-
structure, will take a great deal of effort, especially 
in large firms. 

1. Isolate, test, and exercise backups

2. Update software, automate patching

3. Require MFAs and strong passwords

4. Train employees

5. Write and exercise incident response plan

6. Use EDRs, DLPs, and firewalls

Cyber Fundamentals Checklist:
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Implement EDR, DLP, and firewall solutions

 > Implement Endpoint Detection and Response 
(EDR) solutions. EDR solutions monitor end-
points (computers, servers, mobile devices) for 
suspicious activity, and respond to threats in real-
time to disrupt ransomware before it can spread.

 > Implement Data Loss Prevention (DLP) solu-
tions. DLP solutions monitor and control the 
movement of sensitive data, helping to prevent 
exfiltration attempts by cybercriminals.

 > Use firewalls, configured closed by default, with 
active blocking. When deploying firewalls, look 
at internal segmentation as well. One example 
is agent-based microsegmentation augmen-
tation of traditional firewalls, which minimizes 
the potential impact of encryption malware. 
Another key control for exfiltration monitoring 
is a SWG/DNS firewall that can detect data 
being stolen and prevent users from going to 
malicious websites.

How to Develop and Implement a Crisis 
Management Plan

Ransomware presents 
a unique challenge in 
that the time between 
detection and impact 
– the flash to bang 
– is essentially zero. 
Unlike cyber incidents 
that unfold over weeks, 
ransomware requires 
immediate execution 
of crisis management 

plans in real-time, without some of the normal 
phases of mitigation.

While the technical controls mentioned above are 
critical to defending against and responding to a 
ransomware attack, process-based capabilities are 
equally important. A crisis management plan must 
involve the entire leadership team and include a 
clear policy on whether to pay the ransom. If your 
legal team approves paying, you'll need to have a 
contract with a payment negotiator and be prepared 
to purchase cryptocurrency – most criminals require 
ransom payment in crypto.

Crisis Management 
Plan Checklist:

 > Policy on paying 
ransoms

 > Crisis management 
framework

 > Roles and 
responsibilities

Strategic Response Framework 

Mission statement

Strategies and goals

Senior management 
approval (signed off/on)

Organizational approach 
to incident response

IR team’s communication 
with the firm

Metrics for incident response 
capability and effectiveness

Roadmap for maturing the inci-
dent response capability 

IR program's role in the overall 
organization

6 Next, consider how to respond effectively if an 
attack is successful. You will need both a strategic 
crisis management plan and a tactical response 
plan. The ISO 2700 is a great framework, as is the 
NIST 2.0 crisis management framework (and it’s the 
baseline for all FFIEC guidance). That framework 
helps you plan the essential factors of strategic and 
tactical responses.

As you build out the plan, identify the Incident 
Response (IR) team. It should include functions 
from across the organization. All their actions 
should be driven by the Responsible, Accountable, 
Consulted, Informed (RACI) model.
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crisis management plan and a tactical response 
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from across the organization. All their actions 
should be driven by the Responsible, Accountable, 
Consulted, Informed (RACI) model.
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Next, consider how to respond effectively if an 
attack is successful. You will need both a strategic 
crisis management plan and a tactical response 
plan. The ISO 2700 is a great framework, as is the 
NIST 2.0 crisis management framework (and it’s the 
baseline for all FFIEC guidance). That framework 
helps you plan the essential factors of strategic and 
tactical responses.

As you build out the plan, identify the Incident 
Response (IR) team. It should include functions 
from across the organization. All their actions 
should be driven by the Responsible, Accountable, 
Consulted, Informed (RACI) model.
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As you think about the team’s tasks, determine: 

 f A plan for early detection of malware and post 
encryption if the malware is not discovered 
before it executes.

 f A plan to deal with the technical aspects of 
encryption and the external impact of data being 
released.

 f The process and triggers to notify insurance, 
regulators, law enforcement agencies, and exter-
nal subject matter experts (PR, forensics, legal).

 f The process and sequence for board, regulatory, 
employee, and public notifications.

 f A process for dealing with key vendors impacted 
by the breach or ransomware.

 f Third-party management including:

 > Vendor breach impact assessment

 > Third-party communication plan

 > RACI for this process

 f How to tie the business continuity/disaster 
recovery plan to the crisis management plan.

 f The systems necessary to collect and preserve 
forensic evidence, maintain a chain of evidence, 
and track the sequence of events – remember, 
this is a crime.

 f How to collaborate with law enforcement, and 
the relationships and processes needed to share 
intelligence.

 f Testing/exercises that drive validation. A great 
resource to design the threat scenario and build 
out the master scenario events list (MSEL) is 
the Cybersecurity and Infrastructure Security 
Agency's (CISA) Tabletop Exercise Packages. In 
any case, testing and exercises should be:

 > Regularly scheduled with documented 
improvement plans.

 > Scenario-based, with drills for the different 
types of activities involved with current ran-
somware trends.

 > Designed to make sure all the steps in the crisis 
management plan are exercised, whether 
tabletop or technical.

 > Chief Executive Officer
 > Chief Financial Officer
 > Board of Directors

Senior Leadership

 > General Counsel
 > External cyber SME 
advisor

 > Ransomware 
consultants/payment 
experts

 > Law enforcement 
agency (LEA) liaison

 > Cyber insurance liaison

General Counsel 
and Legal/ 
Risk Management 
Consultants

 > External cyber 
incident SME

Communications/ 
Public Relations

 > IT leadership
 > Call centers, customer 
service, and related 
functions

 > Business continuity 
planning team

Operations

 > IR/SOC
 > Threat intel
 > Forensics teams
 > External forensics 
experts

InfoSec

 > Employee 
communications

 > Staff support and 
counseling

Human Resources

Crisis Management Team

 > Third-party risk 
management

Vendor 
Management
(lead team if 
ransomware 
impacts vendors)
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What is Ransomware?
Ransomware is malicious so!ware 
that gets inside files or systems 
and then blocks access to them.  
The a"ected files, or even entire 
devices, are then held hostage 
using encryption until the victim 
pays a ransom in exchange for a 
decryption key that allows the user 
to access the encrypted areas.

How it works
Ransomware has to access 
files or systems to hold them to 
ransom. They may take the form 
of email attachments, social 
media messages and pop-ups, 
to trick recipients into opening 
them in order to access and lock 
down connected files, networks or 
systems.

Possible impacts
A ransomware infection can cause 
loss of sensitive data, operational 
disruption, reputational damage 
and financial loss. Paying a ransom 
does not guarantee the release of 
encrypted files and may actually 
disclose the victim’s banking details. 
Even decryption does not mean 
the malware infection has been 
removed.

Major Ransomware attacks 
Ransomware continues to dominate 
the cybersecurity landscape, 
with businesses large and small 
paying millions of dollars to unlock 
encrypted files. Some of the 
severest known ransomware attacks 
so far include: NotPetya (2017), 
WannaCry (2016), Petya (2016), 
LOcky (2016), CryptoWall (2014), 
CryptoLocker (2014). 

Ransomware for sale
Cybercriminals have set up 
professional a"iliate programs 
providing payment for distributing 
malware. The developers of the 
so-called GandCrab ransomware 
strain announced in 2019 that they 
were terminating the program a!er 
allegedly earning more than  
$2 billion in extortion payouts  
from victims.

Ransomware: what it is and how it works

RANSOMWARE PROTECT DETECT RESPOND RECOVER

Managing the risk of ransomware infection
The US National Institute of Standards and Technology’s Cybersecurity 
Framework includes five high level functions for preventing and managing a 
ransomware attack:  Identify, Protect, Detect, Respond and Recover.

We have used this framework to develop a systematic process to help 
our clients prevent and manage ransomware attacks, including the AIG 
CyberEdge pre-loss services. 

PROTECT

DETECT

RESPOND

RECOVER

IDENTIFY

CLICK FOR MORE 
INFORMATION

33



Preventing infection: 

IDENTIFY
Preventing infections from happening starts with identifying:
•   The organisation’s physical and so!ware assets and the business environment that the organisation 

supports, such as its role in the supply chain and place in the critical infrastructure sector.

•  Asset vulnerabilities, threats to organisational resources, and risk response activities. 
 
 These need to be considered for the entire asset inventory including unmanaged devices  
in relation to the reliability, availability and serviceability of the IT and OT.

AIG and our partners can help clients with the identification process with our range of complimentary* pre-loss services

Indentify

Measure and monitor network security
Security ratings are available for organisations to measure 
and monitor their own network. The ratings are generated 
unobtrusively through continuous measuring of  externally 
observable, freely accessible data. 
  
CyberEdge insureds are eligible to receive complimentary 
rating reports to measure their own business security 
performance.

Cyber Maturity Report
Upon completion of the AIG application form, businesses 
can obtain a comprehensive report providing details of how 
their controls can be improved to help minimise risk. This 
report is only available in selected countries.**

Cyber services orientation
CyberEdge customers will receive a one-hour remote 
session with an AIG Risk Consultant to address questions 
regarding the Cyber Maturity Report and discuss 
complimentary services available.

i
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Employee cybersecurity eLearning
Timely and relevant eLearning courses tailored to employees’ roles to reinforce 
cybersecurity best practices.

Blacklist IP blocking and domain protection
Enables organisations to control their exposure to criminal activity by 
leveraging vast threat intelligence repositories, precision geoblocking and 
blacklist automation to reduce risk. Reduces the attack surface up to 90% 
ahead of the firewall.

Preventing infection: 

PROTECT
Effective protection means implementing a set of protective processes and 
procedures to maintain and manage the security of information systems and 
assets. Different aspects should be considered, including:
• The patching of IT and OT.  

• The creation and testing of online and o!line data and system information backups, stored in di!erent locations. 

• Network segmentation and system hardening.

•  Sta! empowerment through awareness and training, including role-based and privileged user training.

AIG and our partners can help clients implement protection with our range of complimentary* pre-loss services

RANSOMWARE IDENTIFY PROTECT DETECT RESPOND RECOVER

Protect

35



AIG and our partners can help clients detect potential events with our range of complimentary* pre-loss services

Preventing infection: 

DETECT
Detecting anomalies and events is the third step to successfully 
preventing malware infections. This includes:
• Implementing security continuous monitoring capabilities to monitor cybersecurity events and 

verify the e!ectiveness of protective measures, including network and physical activities.

•Maintaining detection processes to provide awareness of anomalous events.

Ensuring rapid detection starts with establishing a Security Information and Event Management (SIEM) 
or even a Security Operation Center (SOC) functions with strong threat intelligence. Having clear 
network and endpoint visibility helps your organisation to make the detection easier.  

RANSOMWARE IDENTIFY PROTECT DETECT RESPOND RECOVER

Detect

Infrastructure vulnerability scan
•  Identify, quantify and classify the security vulnerabilities within your 

computing environment by using scan engines.

•  Scan up to 250 IP addresses.

•  Identify current vulnerabilities and false positives. 

•   Vulnerability assessment report will include three business days of scan or 
post analysis support.

•   Perform a reassessment scan within 90 days of original.

Phishing simulator
Part of the eLearning tool, the phishing simulator delivers real world scenarios 
to reinforce learning and remediate behaviors. Identify susceptible users and 
compare performance over time.
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RESPOND
before and after an infection

Before an infection, a well-developed 
response mechanism within the organisation 
helps to mitigate the potential damage during 
a ransomware infection. This can include:
• Performing mitigation activities to prevent expansion of an event 

and to resolve the incident.

• Implementing improvements by incorporating lessons learned 
from current and previous detection or response activities.

All this requires a Cyber Security Incident Response Team (CSIRT) 
that has developed and established a tested Incident Response Plan.

AIG and our partners can help clients with the response process as part of our claims support

After an infection reactive measures 
must be initiated, including:
• Ensuring response planning processes are executed during 

and a!er an incident.

• Managing communications during and a!er an event with 
stakeholders, law enforcement agencies, and external 
stakeholders as appropriate.

• Conducting analysis to ensure e"ective response and support 
recovery activities, including forensic analysis, and determining 
the impact of incidents.

RANSOMWARE IDENTIFY PROTECT DETECT RESPOND RECOVER

Respond

AIG Cyber Claims Hotline
Our CyberEdge Claims Hotline is available 
24/7/365.

In helping you implement your response 
plan, the Cyber Claims Team will 
coordinate any necessary vendors to 
implement your response plan, engage 
any necessary vendors including 
breach counsel and forensics firms to 
identify immediate threats, and start the 
restoration and recovery process.

Incident Response: Forensic
As part of the CyberEdge policy’s incident 
response, get access to forensic experts 
to investigate, secure and recover from an 
incident.

Incident Response: Legal
As part of the CyberEdge policy’s incident 
response, get access to legal experts 
who provide strategic direction over the 
event, advice in relation to regulatory 
and legal obligations, and provide client 
confidentiality over information relating 
to the incident.

Incident Response: Public Relations
As part of the CyberEdge policy’s 
response, get access to communications 
experts to guide on crisis communications 
and handling of media.
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RECOVER
 after a ransomware attack

For optimum business recovery after a cybersecurity attack, 
it is essential to execute plans for resilience and restore any 
capabilities or services that were impaired due to the incident. 
Timely recovery to normal operations will reduce the impact 
of a ransomware infection.
Organisations need to implement recovery planning processes and procedures 
to restore systems and/or assets a!ected by Cybersecurity incidents and recover data 
from (o!site) backups.

AIG and our partners can help clients in the recovery process as part of our claims support process

RANSOMWARE IDENTIFY PROTECT DETECT RESPOND RECOVER

Recover

Data recovery
CyberEdge’s incident response cover gives clients access to 
experts to restore, recreate, repair or recollect lost, damaged, 
destroyed, encrypted or corrupted data and systems.

Cyber extortion services
Get access to an extensive range of specialist services to 
combat the use of ransomware for cyber extortion. The 
CyberEdge incident response process includes conducting 
investigations to validate a threat, containment and 
negotiations to end an extortion event, through to ransom 
payments.

Network interruption
The CyberEdge policy can provide for loss of income, 
mitigation expenses and forensic accountant costs to 
quantify the loss when business operations are interrupted 
by a ransomware incident.38



• TA0007 Discover: The adversary is trying to figure out your environment. 
•  TA0008 Lateral Movement: The adversary is trying to move through your environment�
• TA0009 Collection: The adversary is trying to gather data of interest to their goal� 
•  TA0011 Command and Control: The adversary is trying to communicate with 

compromised systems to control them�
• TA0010 Exfiltration: The adversary is trying to steal data� 
•  TA0040 Impact: The adversary is trying to manipulate, interrupt, or destroy your  

systems and data�

A common high level attack may look similar to the following:

Understanding Ransomware in the Enterprise 15
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Understanding Ransomware in the Enterprise 20

Responding to a 
Ransomware Incident
Being a victim of a ransomware attack, losing files and experiencing downtime is 
damaging. If you handle the aftermath badly, however, reputational damage could be 
long-lasting or even business ending. Using the SANS process for incident handling we 
will explore the response to ransomware�

• Identification  
• Containment  
• Eradication  
• Recovery  
• Post-Incident

Identification
Ransomware is often detected when it’s in the process of encrypting files or shares, or 
worse, when it announces itself in the form of a ransom note�
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The chronology in Figure 2 demonstrates the growing sophistication of 
ransomware, which poses a significant challenge to the enterprise. As 
complexity expands, the ability to protect and recover from infections 
diminishes. In 2013, ransomware began to surge from relatively few 
infections and variants to an exponential growth curve in the number of 
reported attacks. This trend shows no signs of slowing down. In the first 
quarter of 2016, an average of more than 4,000 attacks were observed per 
day — a 300% increase over the 1,000 ransomware attacks observed on 
average per day in 2015 (see Figure 3).5

As shown in Figure 4, the United States has the largest ransomware 
detection rates in the world, indicating criminals have made the United 
States their top priority, most likely because they consider the United States 
a highly profitable market. In 2015, creators of the CryptoWall ransomware 
managed to extort more than $325 million from US victims, according to 
reports.6
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Ransomware Types
Ransomware is frequently divided into two different categories: Locker and 
Crypto.

Locker Ransomware 
— Locker ransomware 
does not encrypt 
victims’ files or data; 
instead, it is used in 
a scareware fashion 
to generate payment. 
Upon infection, the 
locker displays a 
message stating the 
computer has been 
commandeered by 
law enforcement in 
relation to some sort 
of crime committed 
by the user (e.g., viewing of child pornography or pirating of copyrighted 
materials), and demands the victim pay a fine (ransom) or face criminal 
charges, additional fines, and/or imprisonment. In many cases, as shown 
in Figure 5, the user’s public IP address, Internet service provider, and 
geographic location are displayed in the threat and accompanying ransom 
demand, increasing the credibility of the message to trick the user into 
paying the ransom.

Crypto Ransomware — Crypto ransomware encrypts victims’ files or data 
using a variety of different cryptography methods, then notifies the victims 
that their files have been encrypted and demands a ransom to decrypt 
them (see Figure 6). Deloitte has observed that recent crypto ransomware 
variants, such as Locky, TeslaCrypt, and Cerber, encrypt the files, the 
contents within the files, as well as the file names, all without notification. 
Encryption makes it very difficult for victims to access their data, short of 
complying with the ransom demands.

Figure 6. How crypto ransomware works

User receives 
spammed message

 with archived 
attachment

Attachment is downloader 
malware that connects to 

URLs hosting the 
crypto-ransomware

Files in the affected 
computer are encrypted

A ransom message is 
displayed, stating the 
deadline and amount

Victims must use Tor 
browser to pay using 

Bitcoins

The crypto-ransomware is 
downloaded onto the 

computer

Figure 5. Example of a locker ransom screen7

Figure 6. How crypto ransomware works
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Motivation
Financial gain appears to be the primary motivation behind ransomware 
attacks. As attacks becomes more pervasive, the payoffs to criminals 
also increase, which encourages more criminals to exploit victims using 
ransomware. One theory behind the increase in attacks is the emergence of 
the Eurocard/Mastercard/Visa (EMV) payment standard in the United States 
in 2015, which is largely aimed at decreasing credit card fraud. As adoption 
of the EMV standard spreads, criminals are trying to find ways to replace 
the revenue formerly garnered through credit card fraud, and ransomware 
is one method to fill that void. Another possible theory is that criminals 
have realized the potential of ransomware as a relatively low risk and 
easy way to make fast money. In either case, the success of ransomware 
campaigns is staggering. According to the Federal Bureau of Investigation 

(FBI) Internet Complaint Center (IC3), between April 2014 and June 2015, 
the IC3 received 992 CryptoWall-related complaints, with victims reporting 
losses totaling more than $18 million,9 demonstrating the lucrative power 
of ransomware.

To maximize ransoms collected from victims, criminals often intimidate 
them with time-based payment deadlines threatening to double the 
ransom. In the past, criminals set timers on victims’ computers to let them 
know the deadline on which their data would become unrecoverable. 
Now, the timer is often set to a deadline on which the ransom will double. 
This has been very effective for criminals. Victims either remit the ransom 
right away to avoid paying double or stall in hopes of obtaining some other 
form of recovery, and after failing to accomplish this, end up paying even 
more after the initial deadline has expired (see Figure 7).

In both time-based threat scenarios, the criminal’s success hinges on 
the perception that once the ransom is paid the victim’s date will be 
recoverable. The reliability of the payment and recovery mechanism must 
be perceived as positive, otherwise victims may not even attempt to pay 
the ransom.

Enablers
There are several enablers that, along with the rapid advancement in 
capabilities, allow criminals to go to market with a ransomware attack. 
These enablers are key to the success and growth of ransomware.

Pay-Per-Model Enablers
In the pay-per-install (PPI) business model, the buyer of the PPI service 
provides a malware stub (the decryptor) to the seller, while contracting him 
for x-number of ransomware installs. The service provider  generates installs 
as he or she sees fit (e.g., exploit kit, spam). In this model, the buyer does 
not rent an Exploit Kit (EK) directly. A variation of this model is a pay-per-
load service (PPL) in which the stub is cross-loaded onto already infected 
machines. Both models are advantageous to both criminal PPI buyers and 
sellers as both parties receive a cut. These models allow unskilled criminals 
to initiate campaigns because no coding skills are required and everything 
is already prepackaged for deployment.

Malware Enablers
One business model heavily leveraged by criminals is ransomware as a 
service (RaaS), which is a basic affiliate program in which the malware 
author rents or sells prebuilt ransomware for a fee to buyers who set 
certain paramaters such as ransom fee and payment deadline. The buyers 
then use whatever methods they desire to infect victims’ machines. Any 
ransom collected from victims is split with the malware author, who gets 
a 5% to 20% cut, and the buyer who carried out the ransomware attack. 
This business model is gaining popularity since it keeps the original malware 
author anonymous and allows the buyer to carry out a ransomware attack 
with little to no coding skills.

Downloader Enablers
This business model primarily relies on malvertising, which delivers malware 
through multiple ad networks and exploits system vulnerabilities that are 
not yet patched. When the infected advertisements hit users, they redirect 
the page to servers hosting the malware, which includes an exploit kit that 
attempts to find a back door into the victim’s computer where it can install 
ransomware.

Figure 7. Ransom page with doubling threat8
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threat to the safety of people or the environment. In addition to the above, various sanctions 
related to regulation (including data protection) may also be significant in magnitude2. 

A ransomware attack is a risk to the company’s reputation, because incidents often lead to the 
issue being discussed in public. This may also have a significant impact on the company’s 
reputation, the trust of different interest groups and potentially also the company’s value, if the 
organisation was not prepared for an attack or did not manage it appropriately.   

1.2 How could an attack start? 

Figure 2 presents one potential scenario of attackers carrying out a ransomware attack. In 
addition to this one, there are also several other attack and implementation methods. 

 

Figure 2: Example of a ransomware attack 

1.3 Potential manifestation of an attack 

A ransomware attack may manifest in different ways, depending on how it is implemented. In 
the best case scenario, the organisation under attack is able to detect the first stages of the 
attack quickly and react appropriately to the situation by stopping the spread. In the worst case, 
the attack is only noticed after the malware has spread through nearly the entire organisation. 
With their actions, attackers often aim to drive the target organisation into a seemingly hopeless 
situation, making the recovery from the attack more difficult.  

It is frequently impossible for the management of the organisation to control or identify the 
different manifestations of the attack themselves, but they should understand when the 
organisation may be targeted by a ransomware attack. The following observations may be signs 
of a successful ransomware attack: 

• The attacker sends a blackmail message to the target organisation, or such a message 
appears on the display of a workstation. 

• The organisation is notified about the attack by a party outside the organisation via social 
media, customers, partners or the authorities, for example. 

                                         
2 GDPR.EU, What are the GDPR fines? 2022, https://gdpr.eu/fines/ 
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Firewalls
Utilise firewalls as the first line of 
defence against external attacks, 
protecting against both software 
and hardware-based threats.

Network Segmentation
Divide your network into logical 
segments to enable isolation in the 
event of a ransomware attack.

Best Practices for Preventing 
Ransomware Attacks
Thankfully, numerous strategies exist to prevent against ransomware attacks. 
As technology evolves, adhering to fundamental cyber security practices 
and maintaining vigilance is key to safeguarding yourself and your business.

Backups 
Follow the 3-2-1 backup rule: 
keep three copies of data in two 
locations, with one copy stored 
off-site for disaster recovery.

Employee Training
Educate employees on spotting 
phishing emails, suspicious links, 
and avoiding unknown 
attachments.

Software Updates
Regularly update software to 
install the latest patches, 
preventing exploitation of system 
vulnerabilities by cyber attackers.

Access Control
Employ robust access 
management to limit unauthorised 
access, thereby reducing potential 
entry points for ransomware.

Email Security
Use email security measures to 
block malicious executables, spam, 
phishing, and other common 
email-based ransomware attacks.

Anti-Virus
Deploy comprehensive anti-virus 
and anti-malware software to 
scan for, detect, and respond to 
cyber threats effectively.

Dark Web Monitoring
Stay ahead of potential threats by 
monitoring the dark web for any 
signs of compromised credentials 
belonging to your organisation.

Security Testing
Regularly conduct cyber security 
vulnerability assessments to adapt 
to evolving ransomware tactics 
and enhance security measures.
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Post-Incident Activity

Following the incident, organizations should seize the 
opportunity to investigate the cause of the crisis, looking for 
and acting on evidence of wider cultural problems that may 
have caused it, and identifying opportunities for change to 
gain competitive advantage and greater resilience. 
 
Strengthened Defenses - Following the conclusion of the 
event, the organization should immediately begin steps to 
minimize the likelihood of a reoccurrence. Many of those 
companies that reported a cyber attack between 2021-
2022 also reported that they experienced more than one 
attack. Given the publicity that accompanies a cyber attack, 
the organization can be assumed to have some form of 
vulnerability that allowed the initial attack. Failure to 
address that original vulnerability can lead to a follow-on 
attack.

Regulatory Reporting - Regulatory reporting including 
breach reporting may be required. In certain jurisdictions, 
in the case where a ransomware attacker exfiltrated data 
and claimed to have destroyed it as part of the ransom 
negotiations, a company may still need to make a breach 
report if there is no concrete evidence that the data was 
destroyed.

After Action Report - Document how the organization 
responded to the crisis and how best to improve the 
responses for future events. This process should also be 
directed by the General Counsel under legal privilege.

Client Management - Engage with key clients and third 
parties to manage relations to prevent client flight and long-
term reputational damage.  

Crisis Plans - Review crisis plans, processes and 
competencies to determine:

• Did processes work and did information flow well?
• Was communication with stakeholders adequate 

and timely?
• Were plans adequately prepared pre-crisis to 

assist in its management?
• Were regulatory requirements addressed accurately 

and in a timely fashion?

Lessons Learned - The Executive Team should ensure that 
the Business Continuity Team and Incident Response Team 
undertake a post-crisis lessons learned investigation led by 
an appropriately experienced senior executive. Key areas of 
focus for this process should include an evaluation of the 
nature of the threat the organization faces, the effectiveness 
of the organization’s incident response measures, and an 
assessment of the Board’s role in crisis response. 

Post Crisis Analysis
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