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Fixed Server-Level Roles

The fixed server-level roles and their capabilities.

sysadmin

» Members of the sysadmin fixed server role can perform any activity in the server.
serveradmin

» Members of the serveradmin fixed server role can change server-wide configuration
options and shut down the server.
securityadmin

» Members of the securityadmin fixed server role manage logins and their properties. They
can GRANT, DENY, and REVOKE server-level permissions. They can also GRANT,
DENY, and REVOKE database-level permissions if they have access to a database.
Additionally, they can reset passwords for SQL Server logins.

processadmin

» Members of the processadmin fixed server role can end processes that are running in an

instance of SQL Server.

Fixed Server-Level Roles

setupadmin

» Members of the setupadmin fixed server role can add and remove linked
servers by using Transact-SQL statements.

»
bulkadmin

» Members of the bulkadmin fixed server role can run the BULK INSERT
statement.

diskadmin
» The diskadmin fixed server role is used for managing disk files.

dbcreator

» Members of the dbcreator fixed server role can create, alter, drop, and
restore any database.

public
» Every SQL Server login belongs to the public server role.
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Fixed Server-Level Roles

SERVER LEVEL ROLES AND PERMISSIONS: 9 fixed server roles, 34 server permissions

sysadmin fixed server role

CONTROL SERVER: Has all permissions in the server
bulkadmin fixed server role dbcreator fixed server role setupadmin fixed server role securityadmin fixed server role

ADMINISTER BULK ALTER ANY DATABASE ALTER ANY LINKED SERVER ALTER ANY LOGIN
OPERATIONS

Important: The ityadmi
CREATE ANY DATABASE ‘ role s;:ould b::::::d B:““
equivalent to the sysadmin role.

diskadmin fixed server role serveradmin fixed server role processadmin fixed server role

ALTER RESOURCES ALTER SETTINGS ALTER SERVER STATE ALTER ANY CONNECTION
[ swmown Wl | view senven svare |

ALTER ANY ENDPOINT
VIEW ANY DEFINITION
CREATE ENDPOINT public fixed server role

There are no server-level permissions

= inherentin the public server role, however
The other server level permissions, are not granted some server permissions are present by

toany fixed server role except sysadmin. default. Specifically, VIEW ANY DATABASE,
and CONNECT permission to the
endpoints. These permissions can be

SQL Server 2017

Manipulating Server Roles

» Add and Remove users from and to Roles.

ALTER SERVER ROLE server_role_name
{
[ ADD MEMBER server_principal ]
| [ DROP MEMBER server principal ]

| [ WITH NAME = new_server_role_name ]

y L]

» ADD MEMBER server_principal
Adds the specified server principal to the server role. server_principal can be a login or a user-
defined server role.

» DROP MEMBER server_principal
Removes the specified server principal from the server role. server_principal can be a login or a
user-defined server role.

» WITH NAME =new_server _role_name
Specifies the new name of the user-defined server role. This name cannot already exist in the server.
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Manipulating Server Roles

» The following example adds a SQL Server login named Ahmed to the diskadmin fixed server
role.

ALTER SERVER ROLE diskadmin ADD
MEMBER Ahmed ;

» The following example removes a SQL Server login named Ahmed from the diskadmin fixed
server role.

ALTER SERVER ROLE diskadmin DROP
MEMBER Ahmed ;

Fixed-database roles

Fixed-database roles and their capabilities. These roles exist in
all databases.

» db_owner

Can perform all configuration and maintenance activities on the
database, and can also drop the database in SQL Server.

» db_securityadmin

Can modify role membership for custom roles only and manage
permissions.

» db_accessadmin

Can add or remove access to the database for Windows logins,
Windows groups, and SQL Server logins.
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Fixed-database roles

db_backupoperator

Can back up the database.

db_ddladmin

Can run any Data Definition Language (DDL) command in a database.

db_datawriter

Can add, delete, or change data in all user tables.

db_datareader

Can read all data from all user tables and views.

db_denydatawriter

Cannot add, modify, or delete any data in the user tables within a database.

db_denydatareader

DATABASE LEVEL ROLES AND PERMISSIONS: 11 fixed database roles, 77 database permissions

db_owner fixed database role

CONTROL DATABASE: Has all permissions in the database

db_datareader
GRANT SELECT ON DATABASE::<name>

db_datawriter

GRANT UPDATE ON DATABASE::<name>

GRANT DELETE ON DATABASE::<name>

db_accessadmin

ALTER ANY USER

There are no database-level permissions
inherent in the public database role,
however some database permissions are
present by default. Specifically, VIEW
ANY COLUMN MASTER KEY DEFINITION,
VIEW ANY COLUMN ENCRYPTION KEY
DEFINITION, and SELECT permission on
many individual system tables. These
permissions can be revoked.

There are various spedial purpose roles
in the msdb database

db_denydatareader

DENY SELECT ON DATABASE::<name>

db_denydatawriter

DENY UPDATE ON DATABASE::<name>
DENY DELETE ON DATABASE::<name>

db_backupoperator

ALTER ANY ASSEMBLY

ALTER ANY ASYMMETRIC KEY
ALTER ANY CERTIFICATE

ALTER ANY CONTRACT

ALTER ANY DATABASE DDL TRIGGER
ALTER ANY DATABASE EVENT NOTIFICATION
ALTER ANY DATASPACE

ALTER ANY FULLTEXT CATALOG
ALTER ANY MESSAGE TYPE

ALTER ANY REMOTE SERVICE BINDING
ALTER ANY ROUTE

ALTER ANY SCHEMA

ALTER ANY SERVICE

ALTER ANY SYMMETRIC KEY
CHECKPOINT

CREATE AGGREGATE

CREATE DEFAULT

CREATE FUNCTION

CREATE PROCEDURE

CREATE QUEUE

CREATE RULE

CREATE SYNONYM

CREATE TABLE

CREATE TYPE

CREATE VIEW

CREATE XML SCHEMA COLLECTION
REFERENCES

The other database level permissions, are not granted
to any fixed database role except db_owner.

SQL Server 2017
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Manipulating Database Roles

Adds or removes members to or from a database role, or changes the name of a user-defined
database role.

ALTER ROLE role_name
{

ADD MEMBER database_principal
| DROP MEMBER database principal
| WITH NAME = new_name

FLs ]

Role_name

Specifies the database role to change.

ADD MEMBER database_principal
Adds the specified database principal to the database role.

DROP MEMBER database_principal
Removes the specified database principal from the database role.

WITH NAME =new__name

Manipulating Database Roles

The following example adds the user ‘Ahmed' to the fixed database-level
role db_datareader.

ALTER ROLE db_datareader ADD MEMBER Ahmed;

GO

The following example removes a database user ‘Ahmed’ from the
db_datareader fixed database role.

ALTER ROLE db_datareader DROP MEMBER Ahmed;
GO
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How do Permissions work?

» Removes a previously granted or denied permission.

REVOKE [ GRANT OPTION FOR ]
permission [ ,...n ]
{T0 | FROM} database principal[ ,...n ]
[ CASCADE]
[ AS database_principal ]

» CASCADE

Indicates that the permission being revoked is also revoked from
other principals to which it has been granted.

» AS principal

Use the AS principal clause to indicate that you are revoking a
permission that was granted by a principal other than you.

How do Permissions work?

» Revokes EXECUTE permission on the stored
procedure [dbo].[getStudentSemesters]

from user Ahmed.

REVOKE EXECUTE ON

OBJECT::[dbo].[getStudentSemesters]
FROM Ahmed;

GO
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How do Permissions work?

» Revokes VIEW DEFINITION permission on the
[ITDatabase] database from user Ahmed and
from all principals to which Ahmed has granted VIEW
DEFINITION permission.

REVOKE VIEW DEFINITION FROM Ahmed CASCADE;
GO

How do Permissions work?

» Grant and Revoke Select Permission on pertest

CREATE SCHEMA pertest;

GO

CREATE USER Ahmed without login;

GO

CREATE ROLE Managers;

GO

ALTER ROLE Managers ADD MEMBER Ahmed;

GO

GRANT SELECT ON SCHEMA :: pertest TO Managers;
GO

REVOKE SELECT ON SCHEMA :: pertest TO Managers;
GO




How do Permissions work?

» Denies a permission to a principal. Prevents that principal from

inheriting the permission through its group or role memberships.

DENY <permission> [ ,...n ] }
TO principal [ ,...n ]
[ AS principal ] [;]

How do Permissions work?
» Denies VIEW DEFINITION permission on the
[ITDatabase] database to user Ahmed and to all
principals to which Ahmed has granted VIEW
DEFINITION permission.

DENY VIEW DEFINITION TO Ahmed CASCADE;
GO
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