Chapter five

* What is Social Engineering?

* How social engineering Works?

* Common Social Engineering Techniques
* Social Engineering Counter Measures
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What is social engineering

* Social engineering is the art of manipulating users of a computing
system into revealing confidential information that can be used to
gain unauthorized access to a computer system.

* The term can also include activities such as exploiting human
kindness, greed, and curiosity to gain access to restricted access
buildings or getting the users to installing backdoor software.

* Knowing the tricks used by hackers to trick users into releasing vital
login information among others is fundamental in protecting
computer systems
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How social engineering Works?

Social Engineering Cycle

Gather
Information
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Use acquired
knowledge _ Svstem

Users

@ e

ol sl spoisloganlpsass
TN} ;fﬁﬂ L,QM L,lft’,mm}

Plan attack

duall e Ela.u
0o [-'L-“'ls e ul)ws

62

poxall 34815 (5oi S Hsazlgall saoyidasliagas +

sic azlgall lgosiuw il yiganSl zaly el M:aug_a;fsjulms_n .
gl Pue.un 8 sl blai Jdaiolagas *

Lul il wls Asqwl aiduwiSell d9yea)lalasiwl
; o ?h‘di slaawl ‘Flmcaﬂml.a,m}il mﬂlgm

it dsuﬁifj’m Olond 5 U3’ Log dusall uwngs
How social englneermg Works?-cont.

* Gather Information: This is the first stage, the learns as much as he can
about the intended victim. The information is gathered from compan
websites, other publications and sometimes by talking to the users of the
target system

* Plan Ik-\ttack: The attackers outline how he/she intends to execute the
attac

* Acquire Tools: These include computer programs that an attacker will use
when launching the attack.

* Attack: Exploit the weaknesses in the target system.

* Use acquired knowledge: Information % athered during the social
engineering tactics such as pet names, birthdates of the organization
founders, etc. is used in attacks such as password guessing
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Common Social Engineering Techniques

* Familiarity Exploit: Users are less suspicious of people they are familiar
with. An attacker can familiarize him/herself with the users of the target
system prior to the social engineering attack. Thg_auaglggr may interact
with users during meals, when users are smoking he may join, on social
_events, etc. This makes the attacker familiar to the users. Let’s suppose that
the user works in a building that requires an access code or card to gain
access; the attacker may follow the users as they enter such places. The
users are most like to hold the door open for the attacker to go in as they
are familiar with them. The attacker can also ask for answers to questions
such as where you met your spouse, the name of your high school math
teacher, etc. The users are most likely to reveal answers as they trust the
familiar face. This information could be used to hack email accounts and
other accounts that ask similar questions if one forgets their password.
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Common Social Engineering Technigues-cont.

* Intimidating Circumstances: People tend to avoid people who
intimidate others around them. Using this technique, the attacker
may pretend to have a heated argument on the phone or with an
accomplice in the scheme. The attacker may then ask users for
information which would be used to compromise the security of the
users’ system. The users are most likely give the correct answers just
to avoid having a confrontation with the attacker. This technique can
also be used to avoid been checked at a security check point.
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Common Social Engineering Technigues-cont.

* Phishing: This technique_uses trickery and deceit to obtain private
. [ C———
data from users. The social engineer may try to impersonate a
genuine website such as Yahoo and then ask the unsuspecting user to
confirm their account name and password. This technique could also

be used to get credit card information or any other valuable personal
data.
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Common Social Engineering Technigues-cont.

* Tailgating: This technique_involves following users behind as they
enter restricted areas. As a human courtesy, the user is most likely to
let the social engineer inside the restricted area.
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Common Social Engineering Technigues-cont.

 Exploiting human curiosity: Using this technique, the social engineer
may deliberately drop a virus infected flash disk in an area where the
users can easily pick it up. The user will most likely plug the flash disk
into the computer. The flash disk may auto run the virus, or the user
may be tempted to open a file with a name such as Employees
Revaluation Report 2013.docx which may actually be an infected file.
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Common Social Engineering Technigues-cont.

 Exploiting human greed: Using this technique, the social engineer
may lure the user with promises of making a lot of money online by

filling in a form and confirm their details using credit card details, etc.
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Social Engineering Counter Measures

* To counter the familiarity exploit, the users must be trained to not
substitute familiarity with security measures. Even the people that they are
familiar with must prove that they have the authorization to access certain
areas and information.

* To counter intimidating circumstances attacks, users must be trained to
identify social engineering techniques that fish for sensitive information
. ﬁ
and politely say no.

* To counter phishing techniques, most sites such as Yahoo use secure
connections to encrypt data and prove that they are who they claim to be.
Checking the URL may help you spot fake sites. Avoid responding to emails
that request'you to provide personal information.
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Social Engineering Counter Measures-cont.

* To counter tailgating attacks, users must be trained not to let others
use their security clearance to gain access to restricted areas. Each

ust use thej n access clearance.

* To counter human curiosity, it’s better to submit picked up flash disks
to system administrators who should scan them for viruses or other
infection preferably on an isolated machine.

* To counter techniques that exploit human greed, employees must be
trained on the dangers of falling for such scams.
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Summery

* Social engineering is the art of exploiting the human elements to gain
access to un-authorized resources.

* Social engineers use a number of techniques to fool the users into
revealing sensitive information.

* Organizations must have security policies that have social engineering
countermeasures.
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Chapter six
* What is cryptography?
* What is cryptanalysis?
* What is cryptology?
* Encryption Algorithms
* Hacking Activity: Hack Now!
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What is cryptography?

* Cryptography is the study and application of techniques that hide the
real meaning of information by transforming it into nonhuman
readable formats and vice versa.

* Suppose you want to send the message “I LOVE APPLES”, you can
replace every letter in the phrase with the third successive letter in
the alphabet. The encrypted message will be “K NQXG CRRNGV”. To
decrypt our message, we will have to go back three letters in the
alphabet using the letter that we want to decrypt. The image below
shows how the transformation is done.
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What is cryptography?-cont.

hey: Replace every letter with 374 successive letter

¢ ¢ y
IJK ABC STU
12 3 1 2 3 12 3
\ J
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What is cryptography?-coi
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* The process of transforming information into nonhuman readable
form is called encryption.

* The process of reversing encryption is called decryption.

* Decryption is done using a secret key which is only known to the
legitimate recipients of the information. The key is used to decrypt
the hidden messages. This makes the communication secure because
even if the attacker manages to get the information, it will not make
sense to them.

* The encrypted information is known as a cipher.
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What is Cryptanalysis?

* Cryptanalysis is the art of trying to decrypt the encrypted messages
without the use of the key that was used to encrypt the messages.
Cryptanalysis uses mathematical analysis & algorithms to decipher
the ciphers. The success of cryptanalysis attacks depends

1. Amount of time available l—\ T
2. Computing power available
3. Storage capacity available

Sobadidl Judss gabe

"-1|M| 099 adiall Jeslw ! judins wld dglowe (48 gacnlpaill Judsd
Shaddl Judod pasiw LLSLAJ)”)JMJQDIM1 @5 sl L.n.ch
Oloxs 7l aaiey lasdl yadd wlal lsj)leslly Ll
" ub.n.;.‘.did.a.l:u

il gl jlada. 1
s liall duwgal 395.2
doliall prpill d2uw.3



Bushra
Placed Image

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Placed Image

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Pencil

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight


What is Cryptanalysis?-cont.

* The following is a list of the commonly used Cryptanalysis attacks;
1.Brute force attack- this type of attack uses algarithips that try to guess all the
possible logical combinations of the plaintext which are then cipheredand
comEared against the original cipher.
2.Dictionary attack— this type of attack uses a_wordlist in order to find a match

of either the plaintext or key. It is mostly used when trying to crack encrypted
passwords.

3.Rainbow table attack- this type of attack compares the cipher text against
pre- comguted hashes to find matches.
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What is cryptology?

* Cryptology combines the techniques of cryptography and
cryptanalysis.
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Encryption Algorithms

* MD5- this is the acronym for Message-Digest 5. It is used to create
128-bit hash values. Theoretically, hashes cannot be reversed into the
original plain text. MD5 is used to encrypt passwords as well as check
data integrity. MD5 is not collision resistant. Collision resistance is
the difficulties in finding two values that produce the same hash

values. .
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Encryption Algorithms-cont.

* SHA- this is the acronym for Secure Hash Algorithm. SHA algorithms
are used to generate condensed representations of a message
(message digest). It has various versions such as;

* SHA-0: produces 120-bit hash values. It was withdrawn from use due to
significant flaws and replaced by SHA-1.

* SHA-1: produces 160-bit hash values. It is similar to earlier versions of MD5.
It has cryptographic weakness and is not recommended for use since the year
2010.

* SHA-2: it has two hash functions namely SHA-256 and SHA-512. SHA-256
uses 32-bit words while SHA-512 uses 64-bit words.

* SHA-3: this algorithm was formally known as Keccak.
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Encryption Algorithms-cont.

* RC4- this algorithm is used to create stream ciphers. It is mostly used
in protocols such as Secure Socket Layer (SSL) to encrypt internet
communication and Wired Equivalent Privacy (WEP) to secure
wireless networks.

* BLOWFISH- this algorithm is used to create keyed, symmetrically
blocked ciphers. It can be used to encrypt passwords and other data.
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Hacking Activity: Use CrypTool

* In this practical scenario, we will create a simple cipher using the RC4
algorithm. We will then attempt to decrypt it using brute-force
attack. For this exercise, let us assume that we know the encryption
secret key is 24 bits. We will use this information to break the cipher.

* We will use CrypTool 1 as our cryptology tool. CrypTool 1 is an open
source educational tool for crypto logical studies. You can download it
from https://www.cryptool.org/en/ctl-downloads
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Hacking Activity: Use CrypTool-cont.

* Creating the RC4 stream cipher

* We will encrypt the following phrase
Never underestimate the determination of a kid who is time-rich and cash-poor

* We will use 00 00 00 as the encryption key.

84

84

Hacking Activity: Use CrypTool-cont.

CrypTool 1.4.31 Beta 6 [V52008] - startingexample-en.txt
File Edit View Encrypt/Decrypt Digital Signatures/PKI

0]t i @] 5 [5a] @] 2|2 2]

Gif startingexample-en.bt
?ﬁﬁmg example for the CrypTool version family 1.x (CT1) N -

==

Window Help

Indiv. Procedures  Analysis  Options

* Open CrypTool 1

CrypTool 1(CT1) is a comprehensive free educational program _
hbout cryptography and cryptanalysis Renlace this text |
ffering extensive online help and many visualizations.

Ihis is a text file, created in order to help you to make your first steps with CT1.

m

) As a first step it is recommended you read the included online help. This will provide a useful oversight of

|| available functions within this application.
he starting page of the online help can be accessed via the menu "Help -> Starting Page” at the top right of

he screen or using the search keyword "Starting page” within the index of the online help.

Press F1 to start the online help everywhere in CT1.

P) A possible next step would be to encrypt a file with the Caesar algorithm. This can be done via the menu
Crypt/Decrypt -> Symmetric (Classic)".

) There are several examples (tutorials) provided within the online help which provide an easy way to gain an
nderstanding of cryptology. These examples can be found via the menu "Help -> Scenarios (Tutorials)".

) You can also develop your knowledge by:
Mavigating through the menus. You can press F1 at any selected menu item to get further information.

Reading the included Readme file (see the menu "Help -> Readme”).
iewing the included colorful presentation (This presentation can be found on several ways. 8.g.in the o~

Press F1 to obtain help. BT P

85
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Hacking Activity: Use CrypTool-cont.

86

time-rich and cash-poor

X cstartingexample-entxt

* Replace the text with Never underestimate the determination of a kid who is

=8 [EERF>=)

Mever underestimate the determination of a kid who is time-rich and cash-pooy|

86

Hacking Activity: Use CrypTool-cont.

87

* Click on Encrypt/Decrypt menu

——

ot | - S =)

CrypTool 1431 Beta

File Edit View Enciypt

0t
ICiN

A LS s
Mever underesti

Encryption / decryption with RCA

DES (ECB)...
DES (CBC)...

Triple DES (ECB)...
Triple DES (CBC)...

AES (CBQ)... Shift + Strg + R

Further Algorithms

AES (self extracting)...

[L1 c78 P78

87
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Hacking Activity: Use CrypTool-cont.

* Point to Symmetric (modern) then select RC4 as shown above

* The following window will appear

Key Entry: RC4

i

Enter the key uzging hexadecimal characters (0.9, A F).

Key length: Q24 bits ;p

ﬁ)oo 00

3

Enciypt Decrypt

Cancel

e

88
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Hacking Activity: Use CrypTool-cont.

* Select 24 bits as the encryption key

* Set the value to 00 00 00

* Click on Encrypt button

* You will get the following stream cipher

E;,-[l RC4 encryption of <startingexample-en.b>, key <0000 00>

oooooooo B0 7D FF 24 D1 17 28 54 EE
00000000 14 FB 00 A6 6E 14 83 84 A4
gooooola 39 57 55 FB 36 FO 29 B 1C
oooooo2y A3 61 1B 85 AD 59 93 02 GE
00000034 C8 42 EA A9 26 24 A6 77 CH
oooooo41 CE A7 Y8 29 29 97 CB 27 49

63 BC
SE B?
63 03
E3 5B
12 6l
14 ES

0z
21
EF
Ea
70
EF

24

D&
44
F3

89
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Hacking Activity: Use CrypTool-cont.

* Attacking the stream cipher
* Click on Analysis menu feetsiogmm-

loced NG LSRRI e Window s Help

Tools for Analysis

DES (ECB)...
DES (CBC)...
Triple DES (ECB)...
Triple DES (CBC)...
B g AES (CBQ)...
49 14 ES BF T Further Algorithms.

90
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Hacking Activity: Use CrypTool-cont.

* Point to Symmetric Encryption (modern) then select RC4 as shown above
* You will get the following window

Brute-Force Analysis of RC4

The search space can be limited in order to reduce the search time. To do this,
enter known paits of the key in heradecimal natation, unknown as <*>.

Example: Enter <00 ** AB ** . **» to gearch all keps starting with a zero byte,
fallowed by an unknown byte, the byte <48, and an unknown tail

Hint: The s=arch time will be in the order of minutes to hours if you use B ar
fewer asteri Eavi 4-bit search space).

Key length:

| Analyziz Options Cancel
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Hacking Activity: Use CrypTool-cont.

92

* Remember the assumption made is the secret key is 24 bits. So make sure
you select 24 bits as the key length.

* Click on the Start button. You will get the following window

Brute-Force Analysis of RC4 w

24-bit brute-force search 4% completed.
Fiemaining time; 00:01:55 h

Cancel

92

Hacking Activity: Use CrypTool-cont.

93

* Note: the time taken to
complete the Brute-Force
Analysis attack depends on
the processing capacity of
the machine been used and
the key length. The longer
the key length, the longer it

takes to complete the attack.

* When the analysis is
complete, you will get the
following results.

i1 Brute-Force Analysis - Results (o

After a brute-force analysis of the given ciphertext decrypted with all possible keys in the selected key space, the entropy value of
each decryption was calculated. This list contains the decrypted messages with the lowest entropy values. It is possible that the
decryption with the smallest entropy is not the correct decryption, espadally for very short ciphertexts. You can choose here which
candidate you believe to be the correct decryption (note that anly the first 77 characters are decrypted and displayed).

Degyption: hex dump
4HEGSTO657220 75 6E 6465726,
O79R 979 5% OISO .,
9D 6F 99 20EC A7BD 93E9 ABB6B..
5.5398 F8 1004947524 11 26 05EB 32F... .
5.5424 B7873A IDBEB7A6DS5BB 38 BA ... &
5.5475 SAE67333C5D7C53EAAALAS ..

i) )

5.5509 FOB4EDDE 518D 82 AF 57ATOA ... .
5.5522 GEGDED 2101D59D 36 EAFG 476...
5.5522 TBCAF 737948 BCFD AB 73 2A ... 8
5.5573 21BF25C2C1A460 SE50FB 1A 0... L%,
5.5585 2151 A14F 550A 11F2658F 7B 3... 4
5.5586 05592346 324C 78 BF 20 6E 5C A... .Y#F2x. n\, +.[m.e...._x.MMe.e<... 349826

5.5608 2363C00427 21 27FACF A42B9... #c.'l'...+Bs.0.<Ir........ga# 0'R.... FAO7D7 ,J

Accept selection Cancel
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Hacking Activity: Use CrypTool-cont.

* Note: a lower Entropy number means it is the most likely correct result. It
is possible a higher than the lowest found Entropy value could be the
correct result.

* Select the line that makes the most sense then click on Accept selection
button when done

94
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Summery

* Cryptography is the science of ciphering and deciphering
messages.

* A cipher is a message that has been transformed into a
nonhuman readable format.

* Deciphering is reversing a cipher into the original text.

* Cryptanalysis is the art of deciphering ciphers without the
knowledge of the key used to cipher them.

* Cryptology combines the techniques of both cryptography and
cryptanalyst.
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