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Chapter 5: Social Engineering

• Introduction

• Why is social engineering important?

• Types of social engineering

• How to protect yourself from social engineering

• Conclusion
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What is social engineering?

• Social engineering is a type of hacking 
that relies on human interaction to 
gain access to information or systems.

• Attackers use social engineering to 
trick victims into giving up their 
personal information, clicking on 
malicious links, or installing malware.
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Why is social engineering important?

• Social engineering is a growing threat, 
and it is often the first step in a 
successful cyberattack.

• By understanding social engineering, 
you can protect yourself and your 
organization from attack.
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Types of social engineering

• Common types of social engineering 
attacks, including:
• Phishing

• Pretexting

• Baiting

• Tailgating

• Impersonation

• Spear phishing
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Phishing Attacks
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• Phishing is a type of social engineering where 
attackers send emails or text messages that 
appear to be from a legitimate source, such 
as a bank or credit card company.

• The emails or text messages will often contain 
a link that, when clicked, will take the victim 
to a fake website that looks like the real 
website.

• Once the victim enters their personal 
information on the fake website, the attacker 
can steal it.

Pretexting

• Pretexting is a type of social engineering 
where attackers pose as someone else in 
order to gain the trust of their victim.

• Once they have gained the victim's trust, they 
will then ask for personal information, such as 
a Social Security number or bank account 
number.
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Baiting

• Baiting attacks involve the social engineer 
leaving a malicious file or device in a public 
place, such as a USB drive or a CD. 

• When someone plugs the device into their 
computer, the malware on the device can 
be installed on the computer.
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Tailgating

• Tailgating attacks involve the social 
engineer following someone through a 
secured door without being authorized to 
enter. 

• Tailgating attacks can be prevented by 
using physical security measures, such as 
locked doors and security guards.
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Impersonation

• Impersonation attacks are a type of 
social engineering attack in which the 
attacker pretends to be someone they 
are not.

• This can be done in person, over the 
phone, or online.

• Attackers use a fake name, title, or 
affiliation in order to gain the victim's 
trust in impersonation attacks.
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Spear Phishing Attacks

• Spear phishing attacks are a type of 
targeted social engineering attack in 
which the attacker sends an email or text 
message to a specific individual or group 
of individuals.

• The email or text message will often be 
tailored to the victim's interests or 
concerns in order to increase the 
chances that the victim will click on the 
link or reveal their personal information.
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Social Engineering Defense Strategies

• Raising awareness and providing training is the most important thing 
that individuals and organizations can do to defend against social 
engineering attacks.

• Strong authentication measures, such as multi-factor authentication, 
can make it more difficult for attackers to gain access to accounts and 
systems.

• Individuals and organizations should verify the identities of anyone 
they interact with, both online and offline.

• Security policies should be regularly updated to reflect the latest 
threats and vulnerabilities.
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Real-World Case Studies

• The Target data breach, which was caused by a phishing attack, 
resulted in the loss of over 40 million customer records.

• The Home Depot data breach, which was also caused by a phishing 
attack, resulted in the loss of over 56 million customer records.

• The Sony Pictures data breach, which was caused by a spear phishing 
attack, resulted in the loss of confidential data, including employee 
salaries and Social Security numbers.
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Conclusion

• By raising awareness, providing training, implementing strong 
authentication measures, verifying identities and information, and 
regularly updating security policies, individuals and organizations can 
reduce their risk of being targeted by social engineering attacks.
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Resources
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https://youtu.be/lc7scxvKQOo
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