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Chapter 3: Sniffers

• Understanding Network Sniffing

• Types of Network Sniffers

• Sniffing Techniques and Protocols

• Implications and Risks of Network Sniffing

• Mitigation and Prevention
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Understanding Network Sniffing Definition

• Network sniffing is a technique that 
allows an attacker to capture and 
analyze network traffic.

• This can be done by placing a network 
sniffer on a network segment, or by 
using a remote sniffing tool.

• Once a network sniffer is in place, it 
can capture all of the traffic that 
passes through the network segment, 
including usernames, passwords, and 
other sensitive information.
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Understanding Network Sniffing Purpose

•Network sniffers can be used for a variety of 
purposes, including:
• Penetration testing
• Network monitoring
• Law enforcement investigations
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Understanding Network Sniffing How it works

• Network sniffers work by capturing all of 
the packets that are sent and received on 
a network segment.
• Each packet contains a variety of 

information, including the source and 
destination addresses, the type of 
protocol, and the data payload.
• The network sniffer can then analyze this 

information to look for specific patterns, 
such as usernames, passwords, and other 
sensitive information.
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Types of Network Sniffers

•There are two main types of network sniffers:
•Hardware sniffers
•Software sniffers
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Types of Network Sniffers Hardware sniffers 

•Hardware sniffers are physical 
devices that are placed on a 
network segment.
•They are typically more 

expensive than software 
sniffers, but they can capture 
more traffic and provide more 
detailed information.
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Types of Network Sniffers Software sniffers

•Software sniffers are software 
applications that run on a 
computer.
•They are typically less expensive 

than hardware sniffers, but they 
can only capture traffic that 
passes through the computer 
that they are running on.
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Passive Network Sniffing Definition

• Passive network sniffing is a type of network sniffing in which the 
attacker does not alter the network traffic.

• This means that the attacker can only see the traffic that is sent 
and received, and they cannot inject their own packets into the 
traffic stream.
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Passive Network Sniffing Characteristics

• Passive network sniffing is a relatively easy technique to perform.

• All that is required is a network sniffer that is placed on a network 
segment that contains the traffic that the attacker is interested in.
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Active Network Sniffing Definition

• Active network sniffing is a type of network sniffing in which the 
attacker alters the network traffic.

• This means that the attacker can see the traffic that is sent and 
received, and they can also inject their own packets into the traffic 
stream.
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Active Network Sniffing Characteristics

• Active network sniffing is a more complex technique to perform than 
passive network sniffing.

• This is because the attacker must first find a way to alter the network 
traffic.

• Once the attacker has found a way to alter the network traffic, they 
can then inject their own packets into the traffic stream.
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Sniffing Techniques and Protocols

•There are a variety of common sniffing 
techniques that attackers use, including:
•ARP spoofing
•DNS poisoning
•MAC flooding
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Protocols often targeted by sniffing attacks

•There are a variety of protocols that are often 
targeted by sniffing attacks, including:
•HTTP
• FTP
• SMTP
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Implications and Risks of Network Sniffing

• Data theft: Attackers can use network sniffing to steal sensitive data, 
such as passwords, credit card numbers, and social security numbers.

• Identity theft: Attackers can use network sniffing to steal a user's 
identity and impersonate them.

• Denial of service: Attackers can use network sniffing to disrupt a 
user's service by flooding the network with traffic.

• Malware infection: Attackers can use network sniffing to infect a 
user's computer with malware.
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Mitigation strategies

• Use strong passwords: Strong passwords make it more difficult for 
attackers to guess passwords and gain access to accounts.
• Enable two-factor authentication: Two-factor authentication adds an extra 

layer of security by requiring users to enter a code from their phone in 
addition to their password.
• Use secure protocols: Secure protocols, such as HTTPS, encrypt data in 

transit, making it more difficult for attackers to steal data.
• Keep software up to date: Software updates often include security patches 

that can help to protect against known vulnerabilities.
• Be aware of the risks of public Wi-Fi: Public Wi-Fi networks are often not 

secure, so it is important to be careful about what information you share 
when using them.
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Conclusion

• It is important to be aware of the risks 
of network sniffing and to take steps 
to protect yourself. 

• By following the mitigation strategies 
listed above, you can help to reduce 
your risk of being a victim of a 
network sniffing attack.

45

44

45

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Placed Image

Bushra
Placed Image



2023-06-03

9

Chapter 4: 

• What is cryptography?

• What is cryptanalysis?

• What is cryptology?

• Encryption Algorithms

46

What is cryptography?

• Cryptography is the study and application of 
techniques that hide the real meaning of 
information by transforming it into 
nonhuman readable formats and vice versa.
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What is cryptography? cont.

• Cryptography is used in a wide variety of 
applications, including:
• Secure communication

• Data protection

• Authentication

• Integrity verification

• Non-repudiation
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What is cryptography? cont.

• Suppose you want to send the 
message “I LOVE APPLES”, you 
can replace every letter in the 
phrase with the third successive 
letter in the alphabet. 

• The encrypted message will be 
“K NQXG CRRNGV”. 

• To decrypt our message, we will 
have to go back three letters in 
the alphabet using the letter that 
we want to decrypt. 
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Fundamentals of Encryption

• Encryption is the process of converting 
plaintext into ciphertext.

• Ciphertext is unreadable without the key.

• The key is a secret value that is used to 
encrypt and decrypt data.

• There are two main types of encryption: 
symmetric encryption and asymmetric
encryption.
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Symmetric Encryption

• Symmetric encryption uses the same key to encrypt and decrypt data.

• Symmetric encryption is fast and efficient, but it requires that the key 
be shared between the sender and receiver.

• Examples of symmetric encryption algorithms include:
• Advanced Encryption Standard (AES)

• Data Encryption Standard (DES)
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Asymmetric Encryption

• Asymmetric encryption uses two different keys: a public key and a 
private key.

• The public key can be used to encrypt data, but only the private key 
can be used to decrypt it.

• Asymmetric encryption is slower than symmetric encryption, but it 
does not require that the key be shared between the sender and 
receiver.

• Examples of asymmetric encryption algorithms include:
• Rivest-Shamir-Adleman (RSA)

• Diffie-Hellman
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Hashing

• Hashing is a one-way function that converts data into a fixed-length
value.

• Hashes are used for a variety of purposes, including:
• Data integrity verification
• Digital signatures
• Password hashing

• Hash functions are often used in conjunction with encryption to 
provide additional security.

• Examples of hash functions include:
• Message Digest 5 (MD5)
• Secure Hash Algorithm (SHA-256)
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Digital Signatures

• A digital signature is a 
mathematical scheme for 
verifying the authenticity of 
digital messages or 
documents.

• A digital signature is created 
by using a private key to 
encrypt a hash of the 
message or document.
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Digital Signatures cont.

• The recipient can use the 
public key to decrypt the 
hash and verify that it 
matches the hash of the 
message or document.

• If the hashes do not match, 
then the message or 
document has been tampered 
with.
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Cryptographic Key Management

• Cryptographic key management is the 
process of generating, storing, 
distributing, and using cryptographic 
keys.

• Key management is a critical aspect of 
cryptography, as it is essential to ensure 
that keys are secure and that they are not 
compromised.
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Cryptographic Key Management

• There are a variety of key management 
techniques, including:
• Key generation

• Key distribution

• Key storage

• Key usage
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Cryptographic Attacks

• Cryptographic attacks are attempts to break cryptographic systems.

• There are a variety of cryptographic attacks, including:
• Brute-force attacks

• Dictionary attacks

• Side-channel attacks

• Fault attacks

• Cryptographic systems must be designed to resist these attacks.
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Cryptographic Applications

• Cryptography is used in a wide variety of applications, including:
• Secure communication

• Data protection

• Authentication

• Integrity verification

• Non-repudiation

• Cryptography is an essential tool for securing information.

59

58

59

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Highlight

Bushra
Placed Image

Bushra
Placed Image



2023-06-03

16

Cryptographic Best Practices

• There are a number of best practices that can be followed to improve 
the security of cryptographic systems.

• These best practices include:
• Using strong algorithms and key lengths

• Keeping software and algorithms up to date

• Using secure key management practices

• Educating users about cryptography
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Conclusion

• Cryptography is a powerful tool that can be used to protect 
information.

• By following the best practices outlined in this lecture, you can 
help to ensure that your information is

https://alfecorona.medium.com/understanding-pki-public-key-infrastructure-for-information-security-414ef5fe4f9f
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