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Chapter 2: Threats

* Introduction to Threats

* Physical Threats

* Social Engineering Attacks

* Insider Threats

* Network-Based Threats

* Malware, Spyware and Keyloggers

* Phishing, Email and Web-Based Threats
 Zero-Day Exploits
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Introduction to Threats

e A threat is any event or action that could
potentially cause harm to an information
system or network.

* Threats can be intentional or
unintentional, and they can be physical
or logical.

* |t is important to identify and mitigate
threats in order to protect information
systems and networks from harm.
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Physical Threats

* Physical threats are those that can cause
damage to information systems or
networks through physical means.

* Some examples of physical threats include:
* Unauthorized access
* Theft
e Vandalism
e Natural disasters

* Power outages
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Social Engineering Attacks

* Social engineering attacks are those that
exploit human psychology to trick people
into revealing sensitive information or
taking actions that harm information
systems or networks.

* Some examples of social engineering
attacks include:
* Phishing
* Impersonation
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Insider Threats

* Insider threats are those that are posed
by individuals who have authorized
access to information systems or
networks.

* Insider threats can be intentional or
unintentional, and they can be motivated
by a variety of factors, such as financial
gain, revenge, or ideology.
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Network-Based Threats
* Network-based threats are those that
exploit vulnerabilities in
communication channels to attack
information systems or networks.
* Some examples of network-based
threats include:
¢ Man-in-the-middle attacks
* Denial of service (DoS) attacks
e Distributed denial of service (DDoS) _
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Malware

* Malware is software that is designed to
harm information systems or networks.

* Malware can be delivered in a variety of
ways, such as through email attachments,
downloads, or social engineering attacks.

* Examples of malware include:
* Viruses
* Worms
* Trojans
* Ransomware
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Spyware and Keyloggers
e Spyware is software that is designed to
collect information about a user
without their knowledge or consent.
* Keyloggers are a type of spyware that
records every keystroke that a user
makes.
* Spyware and keyloggers can be used to
steal sensitive information, such as
passwords, credit card numbers, and
social security numbers.
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Phishing and Email Threats

* Phishing is a type of social engineering
attack in which attackers send emails that
appear to be from legitimate sources in
order to trick recipients into revealing
sensitive information, such as passwords
or credit card numbers.

* Email threats are any type of malicious "
content that is delivered through email, Ea}:@"’

such as malware, phishing attacks, or
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Web-Based Threats
* Web-based threats are those that
exploit vulnerabilities in websites and
web applications to gain access to
information systems and networks.
* Examples of web-based threats include:
* Drive-by downloads
* Cross-site scripting (XSS)
* SQL injection
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Zero-Day Exploits &=« 2 haiilchivomdobna ftelen 2in

» Zero-day exploits are vulnerabilities
that are unknown to the software
vendor and for which there is no
patch available.

0 day

» Zero-day exploits are often used in
targeted attacks, such as those
carried out by nation-states.
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Botnets

* A botnet is a network of computers
that have been infected with malware

and are controlled by a single attacker.

* Botnets can be used to carry out a
variety of malicious activities, such as
denial of service attacks, spam
campaigns, and data theft.
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Mitigation and Defense Strategies

* There are a number of mitigation strategies
that can be used to protect against threats.

* Some of the most common mitigation
strategies include:
* Regular software updates
* Strong authentication
* User education
* Backups
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Case Studies

* Case studies can be a valuable tool for
understanding the risks posed by threats and
the effectiveness of mitigation strategies.

* Some of the most notable case studies
include:
* The Stuxnet attack
* The WannaCry ransomware attack
* The SolarWinds hack
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* Threats are a constant and evolving

challenge. Conclousion

* It is important to be aware of the
different types of threats, to
implement mitigation strategies, and
to stay up-to-date on the latest
security threats and vulnerabilities.
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