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Computer crimes

1o glaall bz i8S dioad] il s @312l QI85! bl
daglly gaidl yoyaille

I Glusle

JWl e

Clay)le

el




Risk management



Risk management
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Risk list
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Risk list

P=Probability
|I=Impact
R=Risk
Asset Vulnerability Exploit R
Sensitive data on hard
Lapt ts stol 15
~aptop aptop gets stolen disk is exposed
Repair man could swap
Printer hard disk hard disk and the hard
Printer contains sensitive disk could get on the 3
data market with sensitive
data
Work- Virus attack unknown | Unavailability or 6
stations to virus scanner disclosure of data
SAN Data protection via Data could get
storage LUN masking contains | exposed to wrong 2
system error server




Risk response
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Exploits
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CIA

{(CIA) oM duwlia] CBlan] B
OBl ds 7 paell e dasiall e 9l desiall Zlad)l md - Lpudl - >
Ol oyl - dalil >
oot pige ol cnilbge B (e Ul e sl 6l sl oY o

Oldoa]l @

Oldes ol (nabbge Jud (o ULl e g 7 ran a8 ODUsS sl e Y @
& e

OLL BLLS! @

9 ULl ] caliadl 3901 39 4 3igall Jguog)l (paws - L3931 OO
Oenliall (pals gall Jud opo Olaghandl Lizg i85 3190



CIA

JExample of confidentiality levels

Confidentiality Level | Description
1 Public information
2 Information for internal use only
Information for internal use by restricted
3 group
Secret: reputational damage if information is
4 made public
Top secret: damage to organization or society
> if information is made public




CIA

JExample of integrity levels

Integrity Level Description

1 Integrity of information is of no importance
2 Errors in information are allowed

Only incidental errors in information are
3 allowed

No errors are allowed, leads to reputational
4 damage

No errors are allowed, leads to damage to
> organization or society




CIA

JExample of availability levels

Availability Level Description
1 No requirements on availability
Some unavailability is allowed during office
2 hours
Some unavailability is allowed only outside of
3 office hours
No unavailability is allowed, 24/7/365
4 availability, risk for reputational damage
No unavailability is allowed risk for damage to
> organization or society




Security controls
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Security controls

JExample

Control c|c|C|C I | I |I|I |1 A|A A | A A
2 (3|4 |5 1|2/ 3(4)|5 12|34 |5

Standard security policy X|X|X|X X| X[ X|[X]|X X| X | X|[X]|X

Central archiving of documents X|X|X|X

User based password protection X|X|X|X X|X|X|X X|X|X|X

Anti-virus measures X|X|X|X X X[ XX X[ X[ X|[X

Screensaver lock when leaving workplace X|X|X X | X|X

Webmail not allowed X | X|X

Ir_;)gug(iar;gtjsof authentication and authorization x | x| x % | x| x x| x| x

Secured datacenter and systems management x | x x | x x | %

room

Encrypted laptops X | X

Security key management X | X

Penetration hack-tests X | X X | X X | X

IDS systems X | X X | X X | X

Internet access limited to specific sites X | X X | X X | X

Encrypted e-mail X | X

Printing only allowed in specific closed rooms X | X




Attack vectors
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Attack vectors
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Attack vectors
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Attack vectors
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Attack vectors
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Attack vectors

Sl dail]

ok Jie ¢ (£ Hhuan o 3L 4l g Lig AST] Iy golall Jusys @
Elaglandl oy " gl Clla ¢ Olasl colBlay 454

Al Cog d=ie J] b)) e Bole 39 A8V Ll Ggimes o0



Attack vectors
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Any Questions.......7



