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Chapter 4

Cybersecurity Framework
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Cybersecurity

Cybersecurity is the practice of protecting systems,

networks, and programs from digital attacks. These

cyberattacks are usually aimed at accessing, changing,

or destroying sensitive information; extorting money

from users via ransomware; or interrupting normal

business processes.

It's also known as information technology security or

electronic information security.
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NIST vs. ISO Cybersecurity Framework

NIST :National Institute of Standards and Technology

ISO: International Organization for Standardization

The NIST CSF is designed as a guide, whereas ISO

27001 is designed as a standard. The difference here is

that NIST CSF serves as an instruction manual and ISO

27001 is more of a test that requires certain measures to

pass. In the NIST CSF, there is no certification or audit

process.



Which one to choose, NIST or ISO?

◼ Company looking to earn ISO 27001 certification, then 

ISO 27001 is the one.

◼ The NIST Framework a good starting point for 

company has never considered its cyber security in the 

past and is trying to build a risk management program 

for the first time. 

June 23, 2024 5



6

ISO 27001 Framework
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ISO 27001 Framework …
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ISO 27001…
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ISO 27001….
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ISO 27001….
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NIST Cybersecurity framework 
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NIST 800-53 Cybersecurity framework .. 
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NIST Cybersecurity framework .. 
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NIST Cybersecurity framework .. 
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NIST Cybersecurity framework .. 
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Chapter 5

Social Engineering
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Social Engineering in 7 Domains
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Social Engineering ..
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Social engineering..
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What is social engineering
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Motivation for Social Engineering 
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Any Question?

Thank you


