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Error Control

e |s a set of procedures to provide reliable delivery of
data between two physically connected devices.

e The reasons
» Data can be corrupted during transmission.

» For reliable communication, errors must be
detected and corrupted.

e Error control can include:

» Error detection:
- Allows the receiver to detect the presence of errors

» Error correction:
= Allows the receiver to correct the errors.
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—ITOrs:
» Can be caused by signal attenuation or noise.
e Types of errors:

» Single-bit error: only one bit of a given data unit is

changed from 1 to O or from O to 1.
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» Burst-error: two or more bits in the data unit have

changed from 1 to O or from O to 1.
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Error Detection

Error detection uses the concept of
redundancy.
e Adds extra bits for detecting errors at destination.

= For efficiency, extra bits k << n (information bits).
» Generating function is used to generate these extra bits.
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m Four types of redundancy checks:

Dercction methods

I mm— e EES——
| VRO . | | RC ' I CRC I | Cheeksum l

e VRC: vertical redundancy check or parity check
e LRC: longitudinal redundancy check

o CRC: cyclic redundancy check

e VRC, LRC, CRC used by data link layers.

e Checksum used by higher-layer protocols.



m Vertical redundancy check (VRC):

e Adds a parity bit to every data unit so that the total s
number of 1s becomes | 1100001 | ata
» even — even parity checking Checking +
P : lunction K
» odd — odd-parity checking | 1100001 | 1| || Even-parity
Even number of ones Is toral number = generator
of Is even? ‘
—add 0 Receiver
Odd number of ones | lj
VRC
m Example: -—addl _
Sender

e The word “cute” is coded in ASCII as:

1100011 1110101 1110100 1100101
C (") t e

e Using even-parity checking, the sender will send:
11000110 11101011 11101000 11001010

e If the word is not corrupted during transmission:

» The receiver counts the 1s in each character and
- comes up with (4, 6, 4, 4) — all even numbers.
e If the word is corrupted during transmission, say:
11010110 11101011 11101000 11000010
» The receiver counts the 1s in each character and
comes up with (5, 6, 4, 2).
Can detect all single-bit errors. Can detect burst errors only if the total

number of errors in each data unit is odd.
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m Longitudinal redundancy check (LRC):
e 2-dimensional parity checking.
» Divides a block of bits into rows of n bits.
» Calculates the even/odd parity for each column.
= This results in an extra row of parity bits.
= Example:
e The word “cute” is coded in ASCII as:

1100011 1110101 1110100 1100101
C u t e

e Using LRC, the sender will send:

Original data

1100011 1110101 1110100 1100101 0000111  Liitll 110101 DOTINOOT AOIOIOM

o If the word is corrupted during transmission, say: | B T
1101701 0100101 1110100 1100001 . 9
» The receiver calculates the LRC and and comes up | onrvioo
with 1011001 = 0000111. oo Rt
—_— » 3 bits of LRC have changed - 5 errors have been LRC - > 10101010

detected. VL
{11001 11 11011161 00111001 10101001 10101010

-Increases the likelihood of detecting burst errors. Original data plus LRC

-1 bits LRC can detect a burst error of 77 bits.
-Errors may be undetected if:
-Have even number of errors in that position.
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B CYCIIC redaundancy check (LU ).

e Based on binary division

» Cf. VRC and LRC based on addition

e Divides the data unit by predetermined divisor or
generator using modulo-2 division.

e CRC =remainder.

CRC generator:

» For n-bits data unit
and m-bits divisor:

= Forms dividend:
n-bits + (m-1) bits
of zeros.

= Divides dividend
by divisor.

» Subtracting each

bit of divisor
without disturbing

the next higher bit.

1—1or0-—-—0=0
1—0or0—1=1
» Sends data + CRC.

Divisor

Remainder

Zero, accemt
Nonzero, reject
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Example

* Pattern P = 110101 (6 bits)
* Message D = 1010001101 (10 bits)
« FCS R = to be calculated (b bits)

1101 01 0 1 1 0 =20

P>110101 [/ 1101000 0 p <27D
1 1 1 | 1

—
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CRC-12=1100100000011 =X+ X"+ X* + X + 1

CRC-16 = 11000000000000101 =X + X” + X’ + 1

CRC-ITU-T = 10001000000100001 =X+ X+ X + |
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m Checksuma:

Recsiver Sender
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m Checksum generator (sender):
» Divide data unit into segments of n bits (usually n = 16).

» Add together all segments using one's complement to get
the sum

o Complement the sum to become the checksum.
o Send the checksum with the data.

m Checksum checker (receiver):
» Divide data unit into segments of n bits.

» Add together all segments using one's complement to get
the sum.

o Complement the sum.

» |f the result is zero, accept the data, otherwise, reject the
data.



