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IoT

• Imagine a world where just about anything you 
can think of is online and communicating to other 
things and people in order to enable new services 
that enhance our lives. 

• From self-driving drones delivering your grocery 
order to sensors in your clothing monitoring your 
health, the world you know is set to undergo a 
major technological shift forward.

• This shift is known collectively as the Internet of 
Things (IoT).
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Connecting computing objects

• The basic premise and goal of IoT is to “connect 
the unconnected.” This means that objects
(useful physical or virtual) that are not currently 
joined to a computer network, namely the 
Internet, will be connected so that they can 
communicate and interact with people and other 
objects.

• IoT is a technology transition in which devices will 
allow us to sense and control the physical world 
by making objects smarter and connecting them 
through an intelligent network
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IoT example advantages
• For example, in a shopping mall using Wi-Fi location tracking has

been deployed, “the_things” are the Wi-Fi devices. Wi-Fi
location tracking is simply the capability of knowing where a
consumer is in a retail environment through his or her smart
phone’s connection to the retailer’s Wi-Fi network. While the
value of connecting the_things to the Internet is obvious and
appreciated by shoppers, tracking real-time location of Wi-Fi
clients provides a specific business benefit to the mall and shop
owners. In this case, it helps the business understand where
shoppers tend to congregate and how much time they spend in
different parts of a mall or store. Analysis of this data can lead to
significant changes to the locations of product displays and
advertising, where to place certain types of shops, how much
rent to charge, and even where to station security guards.
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• Example 2: One of the most well-known 
applications of IoT with respect to animals 
focuses on what is often referred to as the 
“connected cow.” Sparked, a Dutch company, 
developed a sensor that is placed in a cow’s 
ear. The sensor monitors various health 
aspects of the cow as well as its location and 
transmits the data wirelessly for analysis by 
the farmer.
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IoT impact
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Informational Technology  (IT) or  
Operational Technology (OT)

• IT supports connections to the Internet along with related 
data and technology systems and is focused on the secure 
flow of data across an organization. 

• OT monitors and controls devices and processes on physical 
operational systems. These systems include assembly lines, 
utility distribution networks, production facilities, roadway 
systems, and many more. Typically, IT did not get involved 
with the production and logistics of OT environments

• Management of OT is tied to the lifeblood of a company, if 
OT fails then higher impact on business than IT fails.
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IoT challenges

• With the rise of IoT and standards-based 
protocols, such as IPv6, the IT and OT worlds are 
converging or, more accurately, OT is beginning to 
adopt the network protocols, technology, 
transport, and methods of the IT organization, 
and the IT organization is beginning to support 
the operational requirements used by OT.

• There are fundamental cultural and priority 
differences between these two organizations as 
shown in table (1-3).
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QoS and IT/OT convergence

• Take the case of deploying quality of service (QoS) in a 
network. When the IT team deploys QoS, voice and 
video traffic are almost universally treated with the 
highest level of service. However, when the OT system 
shares the same network, a very strong argument can 
be made that the real-time OT traffic should be given a 
higher priority than even voice because any disruption 
in the OT network could impact the business.

• When IT/OT convergence is managed correctly, IoT
becomes fully supported by both groups. This provides 
a “best of both worlds” scenario, where solid industrial 
control systems reside on an open, integrated, and 
secure technology foundation
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IoT architectures

• M2M IoT architecture
• World forum IoT architecture
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Smart object or ubicomp object

Four minimum 
Characters:
• Process unit
• Communicate
• Actuate and/or
Sense
• power
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optimization

• Constrained nodes and networks
• Non-IP devices
• Header compression
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IoT application protocol

• CoAP
• MQTT
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Constrained Application Protocol 
(CoAP)

• The CoAP framework defines simple and 
flexible ways to manipulate sensors and 
actuators for data or device management.
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